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1. Introduction

1.1. Project Process Risk Analysis

is concerned with project process risk analysis. This is distinct from the
risks associated with the failure of a product, or a component of a complex.syistem
is also distinct from project planning/progress risk where the sequencintjvities
/events are important for the conduct of the project. It is, however, concethed wi
the full range of activities, resources and skills that must be applied by an
organization to bring a product to successful completion; on time, within budget and
according to specification. It thus takes a macro view of the conduct of tleetproj

has its origins in the domain of software engineering — a domain that is
often associated with poorly performing development projects. While software
development projects have their own specific characteristics (poor sptaifs;
requirements creep, bad design, inadequate management control and insufficient
testing) they are not unrelated to the normal problems that occur in most complex
project management tasks. We see, then, that the focus of attention is on the process
that is adopted to achieve the desired outcomes (e.g. an operational product or

system). is thus squarely targeted at the organization undertaking the
project and will, by necessity, require a detailed analysis of those attrifmst
properties) of the organization and those of the project in which it is engaged.

It is therefore explict in a model that we must include risk factors across
areas such as:

Management skill and experience within the domain of the project.

Staffing skills and stability

Tool performance

Contract constraints

Design, quality assurance and testing procedures

Appropriateness of chosen methodologies.

The behaviour of the client.

Externalities outside the direct control of the project team and organization.
... and so on.

is a developmental product and thus is undergoing continual testing and
improvement. Comments and feedback are welcomed as a means of proving the
product, and making it even more useful for risk analysis tasks.

1.2. Risk Model Concepts

It is presumed in that the risks associated with a project can be described
as follows:



That all the factors that can contribute to the success, or otherwise, of a project
can be defined by a set of risk factors, or metrics. These are properties of th
project, the organization, the client, etc. that have some chance of causing a
disruption to the progress of the project.

Each of these risk factors must be measurable (hence metrics) bkthe ris
manager in some way so that the likelihood of a variation from the ideal
performance can be estimated.

The impacts of a risky event can be estimated from the product of this
likelihood and the cost of the event to the project (see Section 6).

The relationships between the risk metrics are described in the form of @eisk tr
This model collects related risk factors into aggregate groups (perhepseedl
levels) to reflect a practical simplification of the full set of metaind to facilitate
sensible work breakdown and management practices.

Once values are allocated to the risk factors (the leaf nodes of the isg@)gsible
through various strategies to aggregate the risk values up the tree, Grthyroot
node. These values provide the data by which the risk manager can assess and
explore how the risks are accumulating within the model, and which factors are
contributing more than others to the overall risk levels. The risk tree provides the
primary mechanism for organizing and relating information for the wideerahgsk
factors in the model. It also provides a vehicle for describing and documenting the
risk properties of the project.

1.3. Using
is a support tool to assist in the identification, monitoring and management
of project process risks. The tasks involved in applying include:

The development of a risk model structure to match the needs of the project
and the requirements of the organization, including the identification of the
full range of risk metrics. This also includes the quantification of thevelat
importance of each metric.

A formal risk assessment of each of these metrics in terms of the likelihood of
occurrence.

An analysis of the risk model by the risk manager to identify critical risk
factors.

The development of action plans and mitigation strategies for these risks.

Reassessment of the metrics in the light of new information, as the project
proceeds and as the effects of risk mitigation strategies become evident.

The relationships between these tasks are shown in the following figure.

thus becomes a part of the project management toolkit for the project management
team.

To assist in these tasks, provides a fully interactive set of tools to:
Build, visualize and edit risk models.

Analyse the risk properties with the aid of a range of graphical reporting tools



Define and monitor action plans.
Update and monitor the progress of the project over time.

These capabilities are introduced in the Tutorial Section (3), and detailed in the
Reference Section (4) of this Guide.

Organization

A

‘ Model Structure

A A

Risk Value Measurement Risk Assessment
q E A

Risk Mitigation Action Plans

Figure 1.1: ProRisk in a Management Context

1.4. Domain of Application

The impetus for the development of has come from a recognition of the
problems often associated with the software development projects. It is thus
characterized by this domain of application. It is suspected, though not proven, that
similar problems exist in other project management tasks — once we move dhdrom
more quantifiable schedule-budget-planning approaches that are commonly used
(Gantt charts, critical path analyses, etc), and the more strictly prisbalniodelling

for systems where component/system failures are the main focus.

1.5. Overview of System Requirements

is written in Java and thus requires the presence of a JVM (Java Virtual
Machine), 1.2.2 or later — preferably version 1.3. It has been fully tested in
Intel/Windows and Intel/Linux environments. While it should also run in any JVM
environment (Unix, Macintosh) it has not been thoroughly testing and tuned). A web
browser is also required to access the online help files.

There are few inherent limitations imposed by the program, other than those of the
hardware being used. A 300 MHz Pentium processor running Windows NT, 95, 98,
or W2000 with 64 M bytes of RAM would be considered a minimum. Disk demands
are small, 5-10 Mbytes would be sufficient for the largest project. A sinsgle ri
model may have 50-60 nodes in the risk tree, while a quite complex one may have
200-300 nodes. A faster processor would be desirable in this later case.



2. Installation and Executing

2.1. Install Files

If a JVM is not installed then this should be done first. The Java Runtime
Environment (JRE), or the full Java Development Kit (JDK) can be downloaded from
http://javasoft.comthe web site operated by Sun Microsystems. Version 1.2.2 or
later is required, version 1.5 preferred. It is not wise to use JDKs, or JRES, as

provided by other vendors as their behaviours may not always be the same as the

genuine article.

A web browser is also required to access the

(vers. 5, or better) or Netscape Communicator (vers. 4.5 or better) is required.

If

hard disk. If it comes as a self-extracting executable file (ProRek.#en launch
this file and follow the instructions. The installer provides options for choosing the
destination folder (‘Program Files” is the default). The installeraigéid create
shortcuts in the Start menu and on the Desktop.

The files required for

are:

online help. Internet Explorer

comes as a zip file it should be unpacked in a suitable location on your

code

ProRisk.jar The Java archive containing the executable program
(classes).
crimson.jar The XML library jar file.

ProRisk.bat (Windows)
ProRisk (Linux)

A batch file to start up . This file may have to
be edited to reflect the location of the JRE (or JDK), se€
below.

Help (folder)

Contains the online help as web pages.

Hints (folder)

Contains the online hints web page.

ProRisk.lic, or
ProRiskTrial.lic

The license key file (the trail key allows the program ru
in evaluation mode for a short period of time only, or ut
a valid license key is inserted).

ns
ntil

SampleModels (folder)

There may be some sample model files provided in 3
folder.

UserGuide.pdf

The User Guide as a PDF document.

ProRiskOrderForm.pdf

fcuts,

An order form to purchase licenses.
ProRiskE.ico The ProRisk icon which can be used to attach to shor
etc.
uninstall.uni The uninstall data file. This file is used to un-install

using theAdd/Remove Prograntontrol panel
(only present if the installer was used to install the
software).




2.2. Starting ProRisk
The DOS batch file will contain a single command line like this:

java -cp crimson.jar;ProRisk.jar mu.eng.prorisk.ProRisk

The inclusion of the crimson.jar file is only necessary when using a Java veisron pr
to 1.4.

The shortcuts created during the install (Windows only) will point to this bat fde. F
Linux, the ProRisk script file does the same job, but no shortcuts are created. You
must do this yourself as required.

The properties of the batch/script file can be changed to suit the useeisn syst
configuration (e.g. location of Java Runtime environment) and required behaviour
(autoclose on termination, open minimised, and so on). It may also be necessary to
add a CLASSPATH environment variable to point to the java Lib directory.

The four key files (ProRisk.jar, crimson.jar, ProRisk[.bat] and ProRisk.lic) beust
located in the same directory. The Help directory should also be located there.

can also load a designated model on start up by appending the path of the
model file to the command in the batch file, like this:

java -cp crimson.jar;ProRisk.jar mu.eng.prorisk.ProRisk -f myModel.xml

It may be useful to use this mode of launching if you are regularly working on a
particular model.

There are a number of other argument options that can be used for starting

-f filename - to load a model at startup
debug - to turn on (a limited) form of debugging
log - to create and/or append some session details to a (text) log file

named ProRiskLog.txt. Currently only start, quit, new model,
open and save model operations are logged.

Note that will generally come with a trial license key. It retains its full

functionality until the time limit is reached. Models created with thevgadion are
fully compatible with the licensed version.

2.3. Recovery File

Every 5 minutes a recovery file is created. This files is named “ProRisk&exml”
and is located in the current working directory. If there is a computer fadluas
unrecoverable user error, this file can be loaded as a normal model file to ngmaver
work from (at most) 5 minutes prior to the failure.



3. Tutorial

3.1. Introduction

This tutorial will take you through a very simple example risk analysis gmablt

will not contain all the detail that one would expect in a full application of :

but it will cover the most important tools and procedures for setting up and analysing
a risk model.

To begin we will need to define a set of risk metrics for our project that is omacer
with the development of a software product. We will express these in the form of
guestions that are intended to elicit the required information from the risk
management team. Let us use the following to get started:

1. Are the requirements complete?

Are the requirements final?

Will the requirements be forward tracked into the design?

Does the development team have prior experience with the type of project?
Is the team likely to remain stable during the progress of the project?

o 0 s~ Wb

Have the tools to be employed been used previously?
7. Does the team have access to support services for the tools employed?

In each case we can see that the question probes for information about the likelihood
that something may go wrong. It is also clear that we have three groupsdd:fact
requirements (1, 2 & 3); staffing (4 & 5); and tools (6 & 7). This gives us a chige as
how to organize (classify) the metrics into manageable groups (more important f
projects with large numbers of risk factors).

We will use this information to now start building the risk tree.

3.2. Building the Risk Tree
Please follow these steps:

Step 1:
Start up , this will launch theControl Paneldialog:
=10] ]
File Edit Model Analysis Help
CEEHhSTHS < FRE ProRisk
Froject Risk Managernent
Risk Perspective Time Phase
[cast =l nitial |
ProRisk licensed to: Geofirey G Roy ﬂ
Ready..
Loading model  done
Model loaded: testxml
L« Iy

Figure 3.1: The ProRisk Console



Note that most of the options will be disabled, since we have no model loaded or
defined at this stage.

Step 2:

Choose the menu optioRile|New Modelto create a new model. The Model
Propertiesdialog will appear:

x|
Maodel Title
Project Risk Management =]

Model Loaded: | Tutarialhxml

Default Value: |05 [med = | Defauit Risk Function H Applyto All Nodes |

Matel Modes: |SUM ~ | [BetapERT -

Risk Range: |0.0,1.0 [Z] Fix chart scale
Cost Range: [1.0 |_] Fix cost scale

Browser: |C:1Pr0gram Filegiinternet ExplorenlEXPLORE.EXE \ Locate
Autosave (mins): |5

Edit Perspectives [V] Multiple trees
Edit Phases [Z] Edit past phases

| Edit Groups | | Group by Level H Group by Node Type |
Edit Persons
Cancel Accept

Figure 3.2: The Properties Dialog

Type in a suitable name for the new model intoMtoelel Titlefield then click the
Acceptbutton. We will return to look at the other options here later.

Step 3:

Click theEdit Treebutton, which is now enabled (hold the cursor over each button for
a short period to see the tool tip — see Section 4.3 for a full description of all the
command buttons), to display the risk tree editor:

E‘%Plnﬂisk Model Editor for perspective: Hoot node description [Initial]
File

-
[Level 0] [Level 1] [Level 2] [Level 3]
Edit Node
Cpen Mode
@
Cloge Mode
Reset Modes
Refresh
[~ showall
Quit Editor
|

Figure 3.3: Creating a new model

with a single node (the root node) displayed. Let us now change some of the
properties of this node from tidodedialog. Double <click> on the node. To bring
up this dialog:



Nede number — Code level  MNodeType  Group

||] |@RTD ID— |rnnt Default group

Desciipton

Root node description

(i L 1

¥

Action Flans | Risk Functmnl 0.0 Med 'I

Deactivateitiis Hode | LEIEtE this {oE |

Subnode List

)iz Welgml

o = E >

1l

I Elize

Add Child |
Deleta Child |

Cancel Accept

Figure 3.4: The Node dialog

You can now change the description of the node. There is a code value (a short string
to designate the node - preferably 5 or less characters) and a descripiitge(a |

string to fully describe the node). Change these to "Proj" and "Projectisktie r
respectively. Note that the code values are important as they are usedsor cros
referencing the nodes.

Accept these changes by clicking theceptbutton.
Step 4:

Open theNodedialog again for the Proj node. This operation can be performed in
one of two ways:

1. double <clicking> with the left mouse button on the Proj node

2. single <click> with the left mouse button to select the node (the node is
highlighted), then click th&dit Nodebutton.

We are now going to add some child nodes to the root node. These will correspond to
the groups we described earlier (requirements, staffing and tools abegcr
Section 3.1).

Click theAdd Childbutton. This will launch th&ddNodedialog as follows:

=% Add Node Dialog ]
i iEnter code and description for a new node;
Code Description
[ Bl
® Choose from exisiting node(s):
Cancel Acceptl

Figure 3.5: Adding a new child node

Type in an appropriate code and description for the requirements child (e.g. "Req"
and "Requirements"), in the appropriate fields. The code goes in the smalttop-lef



field and the description in the top right field. Make certain the top most radio button
is selected then click th&cceptbutton.

You will now see an entry in tifeubnoddist in theNode Dialogfor this new child
node. You should now repeat this process for the other two child nodes ("Staff" and
"Tool"), i.e. Add Nodeenter code and description, th&ccept in each case.

TheNodedialog should now look like this:

Nede number — Code level  MNodeType  Group
[o Froj 0 froot Root Nodes =l
Desciipton
Project wide risk ;I
|
Action Plans | iz AR ) |
BeCvatE triiE HMode | DelEtE s Hode |
Subnade List
1 Reqy 1.00 Update Welgml
2 Tool 1.00
2 Staff 1.00 A
W
)
B
Mormalize |
Add Child |
Deleta Child |
Cancel Accept

Figure 3.6: The Node dialog showing child nodes
Now, click theAcceptbutton on théNodedialog.
Step 5:
The Tree Editor will now appear like this:

E‘%Plnﬂisk Model Editor for perspective: Project wide risk [Initial]
File

[Level 0] [Level 1] [Level 2] [Level 3]
Edit Node

Cpen Mode

Cloge Mode

Reset Modes

(Tool ) (Med] Refresh

(Projy——{ 100 ]-(5taf ) [Med] [~ Showall
(Req ) Med]

hd Quit Editor
| | »

Figure 3.7: The risk tree showing nodes added

showing the three child nodes. Try re-shaping the tree by dragging the nodes with the
mouse (left mouse button) to make more room for adding further nodes, to something
like this:



24 ProRisk Model Editor for perspective: Project wide risk [Initial]
File

[Level 0] ILevel 1] [Level 2] [Level 3]

(ool ) [Med]

Edit Node

Qpen Node

Close MNode

Reset Nodes

CB‘EW [Med] Refrash
(Proj [~ Show all

(Req ) Med]

hd Quit Editar
4| | »

Figure 3.8: Moving nodes around

Step 6:

We will now add the leaf nodes to the tree, one for each risk factor. We have three to
add to the Req node, and two to the others. OpeNdbdeeditor for the Req node
and add three child nodes with codes and descriptions like these:

1. "Comp": "Are the requirements complete?"
2. "Final" : "Are the requirements final?"
3. "Track" : "Will the requirements be forward tracked into the design?"

You will notice in theAdd Nodeadialog that the existing nodes are also listed, just
ignore these for the moment.

After accepting the additions in the Node dialog you should have something like this
(you will probably have 1.0 values in each of the weighting factor boxes — we will
change these shortly):

24 ProRisk Model Editor for perspective: Project wide risk [Initial]
File

[Level 0] [Lewvel 1] [Level 2] [Lewvel 3]
Edit Node
Open Node
{Tool ) Med] 2
Cloge Mode
Reset Nodes
Refresh
CPrai) (Ctarl) ed) ™ Showall
[ 600 |-CFinal) RHigh
Quit Editar

100 F(Reqy— 250 f-Comp) Highl

(Track) [High]

1 I_’ILI

Figure 3.9: The risk tree with more nodes added
We now see the beginning of the full risk tree.

We can also add nodes interactively directly in the tree editor. With the mouse,
<right-click> on the Level 2 bar to the right of the Tool node. A dialog will appear to
enter the code and name for the new node.

10



Code Mame
T =
/|
Cancel | Accept | Edit Details

Figure 3.10: Adding a new node directly

Enter “Supp” for code and “Does the team have access to support services for the
tools employed?” for the name then cli&kcept The new node “Supp” will then
appear like this:

E‘%Plnﬂisk Model Editor for perspective: Project wide risk [Initial]

File
[Level 0] [Lewvel 1] [Level 2] [Lewvel 3]
Edit Mode
)
COpen Mode
100 F(Tool ) Med)
Close MNode
Reset Nodes
Refresh
C@ {Stail) Med) [ Show all
(00 |-(Final) piigh)
) Quit Editor

100 (Req)—— 250 -Comp) Highl

(Track) MHigh]

“ | of

Figure 3.11: Risk tree with new node showing, but not connected

Now, we can add the link from “Tool” to “Supp”. With the mouse, <right-click> on
the “Tool” node and drag the rubber band to the “Supp” node. This will add a new
child to the “Tool” node. The new link will appear with the default weighting factor
(2.0) like this:

E‘%Plnﬂisk Model Editor for perspective: Project wide risk [Initial]

File
[Level 0] [Level 1] [Level 2] [Level 3] Edit Node
MNode Status
Open Node
100 H{Tool 3—— 100 }-Bupn) pea)
Close MNode
Reset Nodes
[¥ Shaw all
(Pl )0l e
(00 |-(Final) peigh) |
Quit Editor
100 (Req)—— 250 -Comp) Highl
(Track) MHigh]
4| | _"J

Figure 3.12: Connecting the new node

11



Try to add the remaining nodes using both methods. Here is the list of metrics again:
1. Are the requirements complete?

Are the requirements final?

Will the requirements be forward tracked into the design?

Does the development team have prior experience with the type of project?

Is the team likely to remain stable during the progress of the project?

Have the tools to be employed been used previously?

N o o bk 0D

Does the team have access to support services for the tools employed?

After some re-arrangement of the nodes you should now have the full risk tree.

24 ProRisk Model Editor for perspective: Project wide risk [Initial]

File

[Level 0] [Lewvel 1] [Level 2] [Lewvel 3]
Edit Node

260 }(Supp) Highl
Open Mode

{ Tool

(Prev’) MLow] Close Mode

Reset Nodes

(Exper [HLow] Refresh
C@@‘aﬁ [~ Show all
(Stab ) [Low]

[ 600 |-CFinal) RHigh

| Quit Editar

i

100 F(Reqy— 250 f-Comp) Highl

(Track) [High]

1 I_’ILI

Figure 3.13: The complete risk tree
Step 7:

It is probably worth saving the model at this stage. Clicikhi¢ Editor button, then
the Savebutton on th&€ontrol Panel Give the model a suitable name, e.g.
“"tutorial.xml" (the .xml will be added if left off), and save it in a suitabl@tmn in
your file system.

Step 8:

Open thelree Editoragain, the diagram should be just as you left it. There are some
things to note:

1. Each leaf node has a risk value attached to it (Med, by default).
2. Each link in the tree has a weighting factor attached to it (1.0, by default).

The process of allocating risks to the leaf nodes (i.e. the Risk Metrics) mroedc

with estimating the level of risk associated with that metric. For pharinwe

thought that the risk associated with the Supp node was high because we had not (yet)
signed up the service contract with the tool supplier, then we could give it a kigh ris
value. This is done as follows:

Open up théNodedialog for the Supp node, this will now appear like this:

12



Nede number — Code level  MNodeType  Group

3 swp [2 [iear Leal Nodes

Name

Ll

Does the team have access to support services for the tools empluyad”f‘;l
|
Action Plans | Risk Functmnl 067 High vl

Deactivate this Node | Delete this Node |

Subnode List

)iz Welgml

o = E >

1l

I Elize

Add Child |
Deleta Child |

Cancel Accept

Figure 3.14: The node dialog showing risk value selector

with a risk value selector (below the name field, on the right). From the dbhmice
choose High. Notice that the numerical value (just to the left) changes to 0.67. The
choice box provides seven standard choices for risk levels (XLow, VLow, Low, Med,
High, VHigh and XHigh). These are mapped to a numeric scale that is (bytdiefaul
the range 0 to 1.0. Note that this scale is user definable, but we will leave theait to la
(Section 4.5) to describe in more detail.

A value of 1.0 indicates that the risk associated with the metric is at itshighe
possible level, while a value of 0.0 indicates that there is no risk at all. This is the
default mapping.

Acceptthis new value.

You could now make the same type of assessments for all the leaf nodes (see Figure
3.13 for examples).

Step 9:

From theModel Editorwe can also see that the weighting factors associated with each
link is (by default) set to 1.0. We now need to think about the meaning of these
weighing factors, so that we can allocate appropriate values.

There are various ways of doing this, so we will choose the simplest in thialtutori
Presuming that we want our risk measures to indicate the potential impdasiekt
metrics on the costs of the project. The weighting factors could then be irgdraset
the additional costs to the project if the corresponding risk factors were to égentua
The risk value (which is the product of the likelihood and the cost) then gives a
measure of the impact on the project (i.e. the likely increased costsristhctor
eventuates).

We now make these estimates. For example, we will propose that the expeicted cos
to the project if the Supp metric fails (i.e. we cannot get the support we need) might
be $25,000. To insert this value, open upNbeedialog for the Tool node (the links
are attached to the parent node) then click on the Supp nodeSanlitheddist. You
should then have something like this:
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-2 Node Dialog

Hode number  Gode level  MNodeType  Growp
|TO0I 1 |branch IEranch Modes

Ll

|2
Hame

Tools for development

=

Action Plans | RiskEunction |

Deactivate this Node | Delete this Hade |

14.0 Update weight

25.0

Subnode List

1.00

A
W |1.00
M
B

1.00

Normalize
Add Child
Delete Child

Figure 3.15: Setting the child node weights

With the Supp node selected, the weighting factor field box displayed (Labdted w
an "A" and with 1.0 in it) will appear. Type in 25 ($k) into this field then click the
Update Weighbutton. The new value should then show inShbnoddisting.

Repeat this process for all child nodes for each of the three branch (level 1) nodes.
The tree should look something like this:

24 ProRisk Model Editor for perspective: Project wide risk [Initial]
File

[Level 0] [Lewvel 1] [Level 2] [Lewvel 3]
Edit Node

260 }(Supp) Highl
Open Mode

(Prev’) MLow] Close Mode

Reset Nodes

/ (Exper [HLow] Refresh
(Prory—{ 00 (ot ™ e an
(Stab ) [Low]

(600 FCFinal) <High]

{ Tool

|

Quit Editar

100 F(Reqy— 250 f-Comp) Highl

(Track) [High]

1 I_’ILI

Figure 3.16: The completed risk tree with weights included
with the weights chosen to show the potential cost of the risk factors.

By default we assume that these events are largely mutually exdostedways a

good assumption, but lets stay with it for the moment), so the risk measure for the
branch nodes is taken as the sum of the values across the leaf nodes. Since we are
measuring risk in dollar terms, we might assume that the aggregation to the root node
is a simple summation on the branch nodes (i.e. we leave the weighting factors to be
1.0).

With these assumptions, the risk tree is now "complete”. Save the model again.
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3.3. Analysing the Risk Tree
Step 10:

From theControl Paneldialog choose th€hart command. This will display a bar
chart of the risk tree starting at the root node, like this:

=2 Project wide risk: Value = 31.96 [Initial] I ] o3
File

Staff

Close

Figure 3.17: Using the Chart to display risk values at the root node

From the root node we see the three child nodes (Req, Tool and Staff). We also see
that the total risk value for the project (in the window title bar) is 31.96 ($k if you
like). Of more interest is how this value is composed. The Tool child is making the
largest contribution (18.9), then the Req child (10.6) and finally the Staff node (2.31).

Note that if the mouse pointer is held over any of the bars in the chart, the full name
(description) of that node is displayed in the text field below the chart. These char

dialogs can be closed down with Bsebutton — you can leave them up for the
moment.

Since the high risk factors will be of greatest concern, we may need to focus on the
Tool child node. Clicking on this bar will show the chart for that node, like this:

=2 Tools for development: ¥alue = 18.99 [Initial] — (=]
File

Frev

Supp

Close

Figure 3.18: The chart showing risk values at the Tool node.

We now see the two child values for the Tool node. It is clear that it is the Supp node
(a risk metric, because we are at the leaf level in the tree) that ibatinty to most
of the risk value for the Tools node.

We could explore other parts of the risk tree in a similar fashion. In a more complex
risk tree there may be more levels to "drill-down" before reachingfantzle.
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Another way of viewing the risk factors, or at least their contributions ttotak
project risk can be seen by the ranking option available froRan&button on the
control panel.

E;Hank of Metrics: Project wide risk [Initial]

Supp  [1]52.40% Does the taam have access in suppon servicas forth 4| =
Final [2]18.77% Are the requiremensts final A
Track [3]9.35% Wil the requirements be forward tracked into the desi. A&
Siab  [4]7.23% |5 the team likely to remain stable during the progress. A
Prev  [F]7.01% Have the tools to be employed heen used previously? A
Comp  [6] 5.24% Are the requiremenst complete? Al —
Exper  [110.00% Does the developmentteam have prior experience wi- - A

=

Close

Figure 3.19: The ranking dialog

This report shows the potential contribution of each risk factor to the total prsject ri
The risk factors are listed in descending order of importance. The % figure is an
estimate of the relative contribution of each risk factor to the project as a viiele
see here that the Supp factor is the major contributor to the project risk, as we
discovered earlier.

Step 11:

If we proceeded to drill-down into a leaf node (from the chart display showrrkearlie
then the logical result will be to define some action plan for that node. By clicking on
the Supp bar in th€hart, or the “A” button next to the Supp entry in tRanking

dialog, theActiondialog is displayed.

x
Back | et | Maw i |H\sk Manager j IU 5 |Med j
|AIgDif‘ Real-time pracessing algorithm in software difficultto develop - several iterations, increased corr
Mame of Action Plan
RT Processing algarithm model ;I
E
What actions are needed to reduce the walue of this metric?
Develop suitahle algorithm models (2-4) - to assess and compare ;I
What resources are needed {human and material) to complete this action?
Ay Surefoot ;I
Andrew Eagerstone _|
Motes
[
E
Dates [ddimminny] Implemented Target Completed Target Cost
[ Activated [ Bl | c| [o
Activation Date Implermented Actual Completed Actual
Gz —— Bl | Bl
Delete I Cancel | Accept |

Figure 3.20: The action dialog

TheActiondialog is a means of documenting what actions can, or should, be
undertaken to reduce (usually) the risk levels associated with the selskttttor

(Supp in this case). This documentation is retained within the model.

To complete an action, the various fields are filled out, after first clickiabjéw
button.

Do this now, completing the various fields in the dialog with some useful notes.
There are 5 date fields to be filled out as the action plan proceeds, fill out three of
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these now (Activation date, Implementation Target and Completion Target dates).
Clicking theC button adjacent to any data field brings upadendardialog like this
one:

- 001 =

S MTWTF &

12 3 4 5 8

7o o9 1111213

14 15 16 17 1819 20
21 32 33 74 25 36 37
282930 N

Cancel Ok

Figure 3.21: The date selector dialog

from which the required date can be selected. The selected date is imgertd
date field wherOK is clicked. It is possible to type in today’s date intoAlg&vation
Datefield (use the format dd/mm/yyjy

Note that any node in the risk tree can have zero or more actions plans assodiated wit
it. If a node has two or more action plans you scan scroll through them witlexthe
andBackbuttons. Note that th&ction Plandialog also has a risk value selector (top
right) to allow a modified risk assessment to be entered for the current node.

Once defined the action plan is stored in the risk model definid@eeptthis new
Action plan.

3.4. Classifying Nodes
Step 12:

It is also possible to access the nodes of the model directly froNothesbutton on
the Control Panel Before we do this we need to take one more step to organize the
information in the risk tree.

While the risk tree provides a way of showing how the nodes relate to each other it is
often convenient to provide other forms of grouping (or classification) for nodes,
especially in more complex trees. has a concept of the Group. Each node
belongs to a group (the Default group, by default), but can be allocated to one of a

number of groups defined for the project. In this simple example we might like to
define the following groups:

Leaf nodes
Branch nodes
Root nodes

By default only one group is defined, the Default group to which all nodes so far
created belong.

Let us do this now. Open tiReopertiesdialog from theControl Paneland click the
Group by Node Typleutton. This will automatically allocate each node to a group
according to its type (leaf, branch and root).

We now have the nodes suitably grouped. Note that the groupings can be quite
arbitrary, and may not follow the structure of the risk tree (as they do in feasnod

! The required date format may be different on déffit computers/locales. Try using the “C” button
first and see what format is required.
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may often be in practice). We use this grouping as a convenient way of reporting the
nodes and their properties.

TheNode Listdialog (from theNodesbutton on th&ontrol Pane), as shown in

Figure 3.22, provides a convenient way of accessing any node from its group
classification. Thd®etailsbutton on each node allows the properties of the node to be
edited in the same way as we did when accessing it froifrdeslialog. For leaf

nodes, the risk values can also be edited from the risk value selector.

=1 Node List: [<24/08,/2003>Initial] x|
Back = |

|Comp Are the requirements complete? A |D.6? IH\gh j

;I ﬁ Details |

IFinaI Are the requirements final? ;I |1 0 |><High j

j ﬁ Details |

|Track \é\ggit;:qrequiremenstbe forward tracked into the A |D.83 I\.I'High j

' =l ﬁ Details |

|Su|:l|:l t[:]geggl?:gt?&ﬂuc:;i access tn support senices for ~ | ID 67 [High 7|

j . Details |

|F'rev Havg the tools to he employed been used A |D.1 B |\.f|_uw j

previously? ;I ﬁ Details |

|Exper ﬁﬁﬁhtgisgvsrl;;:g?:g?eam have prior experience | ID i I){I_ow =l

j ﬁ Details |

|Stah I the the likely to remain stable during the =] |u.33 [Low =]

progress of the project? ;I ﬁ Dstails |

| 2l [ H
j ﬁ Details

| = | [ ™
;I ﬁ Details

| 2l [ H
j ﬁ Details

Cancel | Accept |

Figure 3.22: The node list dialog
The required group is selected from the combo box at the top of the dialog.
The Accepbutton accepts the changes made to the Nodes in this dialog.

3.5. Managing Action Plans
Step 13:

From theControl Panelchoose théctions Controbutton. From here we launch the
Actions Indexdialog:

X
Groups & Action Plans 1 2 3 4 58 6B 7
Default group ;
Rootnodes )
Branch nodes OO0
Leaf nodes OOOQOOO
Close |

Figure 3.23: The action index dialog
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Here we also see the groups (as just defined) as a set of group buttons and a set of
small white buttons associated with each (except for the Default growmu dick

on one of the group buttons, the correspontingde Listdialog (as described in the
previous step) is shown.

Each white button corresponds to a node within that group, and clicking on any one
will launch theActiondialog for that node. The idea here is that the small white
buttons will show the status of any action defined for each node. To see this in
operation follow these steps:

1. Click on any one of the white buttons.

2. When theActiondialog appears click oNew then enter a date in the
Activation Datefield (this actives the action plan) aAdceptthe action plan.

The corresponding button now changes to a red colour. This indicates that there is an
active action for that node. This button will change to green when the action is
completed (signed off).

TheAction Indexthus provides a quick way of seeing the status of all actions plans
across the whole project.

Note that actions can be accessed from various placesAtbam or A buttons. In
each case the colour of the button indicates the status of the actions for that node.

The buttons down the left of the above dialog show the defined groups, clicking on
any one of these will show a list of all nodes in that group, and brief summary of any
action plans defined for each node, like this:

-2 Action Summary for Group: Branch Nodes
Req |Reuu\remeﬂts ﬂ
Tool ITnnIs for dewelopment
Risk Manager IName of Action Plan ﬂ I 0
Staff EE 2|
Close

Figure 3.24: The Actions List dialog

Where an action plan exists, it is shown by responsible person and cost, and the name
of the action plan. The “A” buttons will show the details of each.

3.6. Viewing and Reporting Action Plans
Step 14:

The Action dialog (shown in Figure 3.20) shows all the data associated withan acti
plan, including the various target and actual dates. If these dates are fiNathout

some reasonable values then we can usAdtien RankandAction Plannerdialogs

to examine all current action plans. Figure 3.25 shows the ranking dialog with all
defined action plans listed by their attached node (code), the responsible person, the
cost and the activated and completed (as appropriate) dates.
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=10l

Sortby: ;Nnde Ferson Status Cost Activated Campleted

Comp RiskManager Completed  $2500  [1M1/2001]  [11/1212001]
ICnmpIete requirerments

|

Prev Risk Manager  Completed  $0 [Br1/2001]  [20011/2001]
|Dumalruﬂusmgluul

|

Tool Risk Manager  Active 0 [Zi12001] 0
|Invesngate tool options ﬂ

Save | Print | Cloge |

Figure 3.25: The Action Rank Dialog

To enter the dates, you first need to launch the required Action dialog. This is best
done from the Action summary dialogr(or! Reference source not found). You

will need to create 2 or 3 action plans so they can be seen in the Action Rank dialog
as shown above.

The order in which the action are listed can be changed by choosing the required
button across the top. The “A” button takes you directly to the Action dialog from
where changes can be made as required..

Step 15:

Since actions are defined in time, and their implementation in a timely manyper ma
well have impacts on the conduct of the project, the Action Planner dialog, as shown
in Figure 3.26, show a Gantt type chart shown how each action is placed in a time
scale.

=10l

01 Nov 08 Nov 15 Nov 22 Nov 20 Nov 06 Dec
2001 2001 2001 2001 2001 2001

Comp  §2,500 r

Risk Manager r ﬂ
Prev %0 r

Risk Manager r 1

Tool r

Risk Manager r

-
4| [ B

SnnhyNndel Sart hndstI Sort by Persan | Close

Figure 3.26: The Action Plan Dialog

For this example, the action plan on “Comp” was activated®'dvol, intended to be
started on 8 Nov but did not start until 29Nov, was intended to be complete ¢h 5
Dec but did not complete until Dec. For the action plan on ‘Tool” it actually
commenced on"™®Nov, but is not yet complete.

The white buttons (on the left side of the Action Planner) can be clicked to open the
required Action Plan that can then be edited as required.

3.7. Viewing Programs of Risks Over time and Mitiga  tion

Costs
As the project proceeds, it is necessary to re-evaluate the risk valuesighttioé
new information, or as a result of Actions being implemented. provides a

plot function as shown in Figure 3.27. For the selected perspective (Cost in this case)
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we can see how the risk values change at each review point, and how the costs of
implementing Actions accumulate over time (See Section 4.17 for details).

The cost graphs can be displayed as total costs for the project as a whotaeor as
costs attributed to Actions that are attached to nodes in that part of the riséltnee
the node being examined.

SEE _imid
File File
3 4000.0 3
120000
| ze00.0
| 160000
| 22000
| zs00.0 [-anmn
2 2
| za00.0 |- 120000
. = 20000 - 10000.0
L = » 1600.0 [ = 580000
! - =
1 [ 1200.0 1 (60000
a00.0 | q000.0
: R —
— —— __Hkkﬂ,moo — — Eﬂ_znnnn
0l | o0 oL— T ! boo
Tl 30 dan 1dan Tl 20Jan 1.Jan
2004 2002 2002 2001 2002 2003
Close | Hide Costs | ~ifotal Cosis Close Hide Costs | W Total Costs

Figure 3.27: Graphs showing Risk Values and Action Costs over Time

3.8. Summary

This completes the introductory tutorial. Many features of have been
glossed over at this point, but they will be discussed in more detail below. This
introduction has covered most of the key options and commands to get started with
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4. User Command and Options

4.1. Introduction

In this section we will go through all the user commands and command options in a
systematic way. This section may hence be viewed as a reference sectiayd® m
skipped on first reading. Much of the content of this section also appears in the online
help which is available from thdelp|ProRiskHelp menu option.

4.2. Some Terms and Definitions

Model The risk model is a tree-structured model of thedies that influence the risks
associated with a project. The leaves of the treghee set of Metrics, and at the
root (top) of the tree we have the project as aleyhar some Perspective of the
project. From the leaves, the risk tree is aggezhatto branch nodes as requirs
until the top node is reached. The aggregatiorsstegyy collect similar classes @
metrics (and branches) to provide clusters suitidslenanagement work break
down structures. The model also includes weighfd@egprs on each child node
that describe how the values of the children na@dego be aggregated. There dre
also several different methods available for déatg how this aggregation
process takes place. The model thus describestasifeéhe organization, the
project team and to some extent the domain of theqt.

- 0o

Perspective A risk perspective is a way of looking at the riésa project. For example we
may have perspectives associated with cost, qualidyschedule, as well as many
other views of the project, or some part of thggu or some phase of the
project development cycle. Generally if a mode baveral perspectives they are
built on a common set of metrics but may have téffé aggregations and
weighting factors. Each risk perspective corresisan a complete risk tree. A
model can thus contain several risk perspectivescér several root nodes.

Metric A risk metric is a measurable factor which in som@s can impact on the
performance of the project, i.e. its value candatk the level of risk associated
with it. Typically they are measured on a 7 poiikert scale (XHigh, VHigh,
High, Med, Low, VLow, XLow) so that a value of XHigs defined to indicate
that there is a extra high chance (perhaps closertainty) that this factor will
cause an negative impact on the project. A valuéLaiw is defined to mean that
there is little (or no) risk associated with theté. Within the risk model
definition, this 7-point scale is mapped to a nimscale. The numeric values
are user definable and may describe linear or im@ad scales.

The values associated with metrics are typicalkpivied from an answer to a
guestion which is designed to elicit the informatiequired for the model being
developed.

Weighting The computation of risk values involves a combimrabf risk assessments (the
risk metrics values described above) and theircatsal costs or impacts.
Essentially a risk value is the product of a likebbd of occurrence (the risk
metric value) and the impact (or cost) of that é\mmthe project, or some part g
the project.

=4

The weighting factors provide a vehicle for defopiihese cost parameters. The
actual meaning of the numerical value will vary eleging on the type of

computational model being used. The computationehaldo describes how the
risk values are aggregated up the risk tree.

A weighting factor is applied to the link from aalbich node to each of its
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children.

Action Plan An action plan is strategy for risk mitigation. Analysis of the risks associated
with a project will lead to the identification ofrmimber of metrics which are
contributing to excessively high risk values fonmsoaspect/perspective of the
project. Once identified, an action plan can b@eissed with a metric. This
allows the project manager to define (and docurmeengk mitigation strategy for
the node. As a consequence of this strategy awenfiche metric values may be
possible, hence leading to an improved risk assesism

Chart A chart is a bar chart showing the relative valokethe risk assessment of the
children of a selected node in the risk tree. Ghstidrt from the root of the risk
tree. Clicking on any bar in a chart will cause thart for that node to be opened.
This process is called "drilling down". Eventualhe tree leaves are shown.
Clicking on a leaf node will cause the action pialog for that node to be
displayed.

Time Phase As a project proceeds, risks should be reviewadgltlar intervals. Each of these
is called a time phase and represents the keywewitestones for the project.
When a new time phase is created the data forqusyhases is normally locke
S0 it is possible to observe the progress of slevalues as the project proceeds.
Ideally, as a project converges on its conclusiamyrof the risk factors should
also converge to a low risk value - as their outesfmecome more and more
certain.

o

Group The nodes in a risk tree can be classified intagsoGroups are used for
convenience and reporting only, they do not effieetcalculations done on the
risk model. For example it is often convenient tduseaf nodes into groups of
like, or related, nodes. Each group is identifigcalname. If no groups are
defined by the user, all nodes belong to the Défatdup.

Plot A plot is a graph showing the risk values as timegpesses. It is only useful if
more than one time phase is being used. Plotseddrled down" like charts by
clicking on the vertices of a selected graph uhtlleaf nodes are reached. A
further click will display the action plans for thask metric.

4.3. Control Panel Command Buttons

TheControl Panelprovides the primary point of interaction. It has a number of
buttons and menu options as described below. It also contains a scrolling dialog
where messages are displayed.

=2 ProRisk Control ] 53]
File Ecit Model Analysis Help
e = =i /2 = i a? -

FEEHWFTHE < FRiEBE ProRisk
Froject Risk Management
Risk Perspective Time Phase
|Cast j |\mt|a\ j
ProRisk licensed to: Geoffrey G, Roy ;I
Ready.
Loading model  done
Model loaded: testxml

-
K A

Figure 4.1: The ProRisk Control Panel

The following command buttons appear on the control panel. Most operations can be
undertaken from these buttons.
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E?’“ Load Loads a new model from a file

H Save Saves the current model to a disk file

Properties Displays a dialog showing a selectiomoflel properties

|” Action Control Displays a dialog showing the stadfisiction plans on each node

Action List/Rank Displays a dialog showing all actiplans, ordered in various ways.

w Action Plan Displays a planning chart show progidsaction plans over time.
—: Nodes Displays the Nodes dialog listing propentieall nodes in the risk tree
é Tree Displays the risk tree in the tree editor

= Rank Displays the rank order dialog

I Chart Displays a bar chart

ihl

= Plot Displays a time plot

e

=L, Report Creates a report of the current projecpfarting or saving to a text file
Notes Opens the note editor to add/edit noteshagthto the model.

4.4. Menu Commands

The following commands are available from the menu bar items. In the mgin the
duplicate the control panel buttons, but there are some additional command options.

File Menu Load Loads a project from a local/netwfilex
Load from URL Loads a project from a URL
New Creates a completely new model, insertingnglsiroot
node.
Save Saves the current project to a file
Save As ... Saves the current model to a file withifferent name.
Print Console Prints the contents of the conteslg console.
Exit Shuts down
Edit Menu Nodes Displays the Node dialog, listiighades in the model
Actions Displays a dialog showing the status dioacplans on
each node
Tree Displays the risk tree in the Tree Editor
Notes Displays the note editor to add/edit nodestfe model.
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Model Menu Properties Displays the Project Propsrtiialog

Report Creates a report of the current projecpforting or saving
to a text file.

Analysis Menu Rank Displays the leaf nodes, rankettk order.
Action List Displays the action list/rank dialog
Action Plan Displays the action planning chart
Chart Displays the risk values in chart form
Plot Displays the risk values on a time scale

Help Menu About Displays the about dialog
ProRisk Help Displays the help information in aoW@owser
Hints Displays a set of hints and tricks in a veebwser
Register Register your copy of

4.5. Model Properties

Each model is characterised by a set of properties that define its lggdiaadiour.
These properties are set in t@perties Dialog

x|
Maodel Title
Project Risk Management =]

Model Loaded: | Tutarialhxml

Default Value: |05 [med = | Defauit Risk Function H Applyto All Nodes |

Matel Modes: |SUM

~ | [BetapERT -

Risk Range: |0.0,1.0 [Z] Fix chart scale
Cost Range: [1.0 |_] Fix cost scale

Browser: |C:1Pr0gram Filegiinternet ExplorenlEXPLORE.EXE \ Locate

Autosave (mins): |5

Edit Perspectives [V] Multiple trees
Edit Phases [Z] Edit past phases

| Edit Groups | | Group by Level H Group by Node Type |
Edit Persons
Cancel Accept

Figure 4.2: The Properties dialog

The name of the model can be entered and edited MdHel Titlefield.

TheModel Loadedield shows the name of the currently loaded risk model.
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TheDefault Valueselector allows the default risk value for all nodes to be defined.
This value will be used whenever a new node is created (until it is explicithgetn
A risk value is generally chosen by selecting a value on a 7 point scale (XLow,
VLow, Low, Med, High, VHigh, XHigh). Each of these levels are mapped to a
numeric value by the risk function.

TheRisk Functiorbutton brings up thRisk Functiordialog that allows the default
risk function to be defined:

Meutral Risk Risk Adverse (Risk Prone; Invert Function |

w 10

Set Max

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2

0.1

Set Min 0.0
on XLow Viow Low Med High VHigh KHigh

Cancel Acceml

Figure 4.3: The Risk Function dialog

Each risk value level (XLow, VLow,.... XHigh) is mapped to a numeric value. The
function may be linear or non-linear as required, and may be scaled, or normalized, t
meet the needs of the risk model being developed. This risk value function will be the
default applied to each newly created node. Each node can have its own unique
function (see later).

The above dialog shows the form of the risk function. The user can drag the nodes in
the graph up and down the grid lines to define any required shape of function between
the Min and Max values. The Min and Max values are set by typing the required
value into the adjoining text field, then typing the <enter> key. The scale ovaiue

the Y-axis will then adjust to match. The current function will most likely haet
re-defined after the Y-axis scale is changed.

TheNeutral Riskbutton will reset the function to a linear function between the Min
and Max values, thRisk Adverse and Risk Prohattons will define functions to
approximate these behaviours. These functions can be further edited manually as
required.

Normally risk value functions are “increasing”, i.e. the numeric valuecesed with

a High risk factor is larger than the value associated with a Low rigk fathis is
intuitively what we would expect. There may be circumstances, however, thbere
risk value function has some other shape, perhaps non-monotonic, and decreasing.
The user is free to define such functions. The Max value must always be draater t
the Min value, and negative values are not permitted. Ifvet Functionbutton

causes the function to be flipped about the Med risk value, so it will turn a risk-
increasing function into a risk-decreasing function — of the same shape.
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TheApply to All Nodedutton in thePropertiesdialog applies the default risk
function to all existing nodes in the model. This will restore all values to the default
so it should be applied with caution.

TheModel Modeallows the user to choose from the available calculation modes,
including SUM and PRODUCT aggregation methods and various ways of combining
risk values. This is explained in more detail later, see Section 5.4.

TheRisk Rangeext field and related checkbox, fixes the risk value scale for charts to
that set in the text field. If selected, the scale for all charts wihdeame, if not

selected the scales are automatically adjusted to suit the range of datbsiaddye=d.

Two numbers are inserted, comma separated. The first is the minimum value of the
chart Y-axis (must be less than or equal to zero), the second is the maximum value of
the Y-axis (must be greater then or equal to zero).

The Cost Rangéext field and related checkbox, fixes the cost value scale for charts to
that set in the text field. If selected, the scale for all charts wihdeame, if not
selected the scales are automatically adjusted to suit the range of datbsiddye=d.

TheBrowserfield shows the location of the web browser to be used for display of
help files. If the shown location is not correct, useltheatebutton to browse to it.

The Autosavdield specifies the frequency (in minutes) at which the current model is
backed-up (auto saved) as a file with a name “ProRiskRecover.xml”. Shting t
value to 0 will suppress the autosave feature. This recovery file can be loadea (afte
system crash, for example) then renamed to the current model.

The four edit buttons in the lower panel allow adding, deletion and editing of various
items as follows:

Edit Perspectivesused to add, delete and edit risk perspectives. Since a risk
perspective is defined by a root node, this option allows this root node to be edited,
Adding a risk perspective just adds a new root node (with a name) to the model.
Deleting a perspective deletes the selected root node. Note that no otheareodes
deleted, they remain in the model, perhaps unattached. Editing a risk perspective just
changes the name of the root node. The following dialog is used for these options.

Delete |
Update |

Cancel | Accept

Figure 4.4: The Risk Perspectives dialog

The top-most field is used for editing. Clicking on a name in the list placesisin t
field for editing as required.

TheMultiple Treescheck is used to force each risk perspective to be treated as a
separate tree (the default) for reporting purposes. Un-checking this optishow

the root node for each perspective in the same chart or time plot (only useful if the
calculation units are comparable across all perspectives).
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Edit Phasesused to add, delete and edit time phases. A similar dialog to that above is
used. Normally past time phases are taken to be read-only (can be viewed but not
edited). Checking thEdit past phasesheckbox will allow editing on all past time
phases.

Edit Groups used to add, delete and edit node groups. A similar dialog to that above
is used. Groups are used as a convenience for reporting nodes by clusterimgadhem i
groups of a convenient size and type.

The two buttonsGroup by LeveandGroup by Node Typean be used to establish a
grouping structure automatically. The former creates groups accordinglévelse

(in the tree) the nodes are located. The latter creates groups accordingddelgpe
(root, branch and leaf). The user is free to define any grouping structure bg addi
the names in this dialog, then associating each node with one of the groups (in the
Node Dialog.

Edit Personsused to add, delete and edit the names of persons associated with the
project. These names can be used to associate people with action plans

4.6. The Risk Tree
The Risk Tree shows a graphical view of the design of the risk model like this:

" PioRisk Model Editor for perspective: Project wide risk [Initial]
File

[Level 0] [Level 1] [Level 2]
Edit Mode

Open Mode

Close Mode

Reset Modes

Refresh

[~ showall

Quit Editor

!

. L -

Figure 4.5: The Risk Tree editor

It shows all the nodes that belong to the selected risk perspective, shown as the root
node at level 0. The leaf nodes are the ones with no children attached.

The branch nodes are there to provide an aggregation structure for the risk model that
can assist the understanding and operation of the model as well as the allocation of
project duties and responsibilities and an appropriate work break down structure.

The tree for the currently selected perspective and time phase (dedeaiehe
Control Pane) will be displayed.

The names of the nodes are shown in the oval-shaped nodes. The rectangular boxes
contain the weighting factors that will be used in the risk computations. The leaf
nodes also display the allocated risk values.
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The text field at the bottom of this window will show the details for any node pointed
at by the mouse.

The operations available in this dialog are (showing mouse/key and button

equivalents):

Operation

Mouse/Key

Button

Description

Move a node, or 4
group of selected
nodes

<left-click-drag>

Nodes can be moved up and domaeh @&ross
levels by a click-drag operation. Only root typ
nodes can be at level 0. Apart from the root
node, branch and leaf nodes may be located
any level, though it is clearly useful to be
organized and consistent with the location of
nodes. The aim should be to minimise the
crossing of links, and to prevent nodes at low
levels (i.e. levels closer to the root) being
defined as children of nodes at higher levels.

In the vertical direction nodes snap to a
predefined grid, and horizontally to the levels
shown. When the Tree Editor is launched, ex
levels are always shown, others exist but are
actually shown.

If the node clicked is selected then it, as well
all other currently selected nodes, will be mov,
to the new location, keeping the same relative
positions.

Y

=

as
tra
not

AS
ed

Select a single
node

<left-click>

A single click on a node will seleitt(shown as
a red colour). An already selected node will b
deselected. Any other selected nodes will be
deselected.

D

Select multiple
nodes

<shift-left-click>

Will select/deselect the nodsaliing others
unchanged.

<left-click-drag>

A left-click-drag (not on a nodeill draw a
bounding rectangle. All nodes contained with
the rectangle will become selected.

Add a new Node

<right-click>

Right clicking onevEl bar will add a new
unattached node at that location.

Add Link

<right-click-drag>

Right clicking on thgarent node, dragging the|
rubber band and releasing on the child node,
will add a link.

Close a node

Close Node

T@wse Nodeéutton will "close" all selected
nodes, i.e. not display the children of those
nodes. This does not effect the definition of th
risk tree, just its display. It is used to simplify
the display for complex models. The figure
below shows two closed nodes.

D

Open a node

Open Node

T@een Noddutton will "open” all selected

nodes, i.e. display the children of those nodes.

Reset all nodes

Reset Nodes

Reset Nodelutton will deselect all selecte
nodes. Note that this command can be used
ensure that all nodes are deselected. If not,
commands that access a single node will ope
the first-found selected node (within the tree
hierarchy), and this may not be the node
required.

o

to

=

Edit node

<double-left-click>

Edit Node

Tirlit Nodebutton opens thodedialog
(see below) that allows properties of the seleg

ted
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node to be edited.

Show all nodes Normally a risk tree displays ahly nodes
connected to the currently selected perspective.
Checking theshow Allcheckbox will show all
other model nodes in the background. This will
include nodes defined in other risk perspectives,
and nodes that are not connected in the current
time phase.

Refresh display Refresh Refreshes the displathfuge rare occasions

where this does not happen automatically, for|
example if you have two tree editors open, and
you make changes in one of them.

Quit editor Quit Editor Th&uit Editor button closes down the tree
editor.

A number of operations are appliedselectechodes. Selected nodes are shown
high-lighted in the editor. All currently selected nodes are reset (eletesd) with the
Reset NodeButton. Individual nodes can be reset by <left-clicking> on the node.
Selecting a single node will also deselect any other currently stleoties.

Some operations (e.gdit Nodebutton) apply to the currently selected node. If more
than one node is currently selected, then the first selected node found (from the root of
the tree) will be the node acted upon. Other operationsdpan NodeClose Node

Reset Nodesand the mouse dragging operations) apply to all currently selected

nodes. Th&keset Nodelutton should be used as a matter of course to reset all notes

if there is any doubt about which node will be acted upon (remember that in a large
tree diagram, parts of the tree may be scrolled off the screen).

Groups of nodes can also be selected by <left-click-drag>, starting fpomtaaway
from a node. A blue selection rectangle is sized by the mouse movement as shown
below.

Figure 4.6: Selecting a group of nodes

All nodes contained in the selection rectangle will appear selected. Dyaggirone

of these nodes will drag all selected nodes to a new position. Note that nodes cannot
be moved off the top of the editor window, and that nodes cannot be moved to Level 0
(only root nodes are permitted there).
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Multiple nodes can also be selected by <shift-left-clicking> on a node. Aesinde
can be deselected from a group of selected nodes by a single <stulicleft

Nodes always snap to a grid position in both X and Y directions. Horizontally, nodes
lock onto the levels, starting from 0 on the left. Vertically, nodes snap on to a grid
just larger that the size of the node itself. It is possible to place nodes on top of eac
other. If this happens they should be dragged apart to avoid confusion.

TheTree Editoralways displays one more level than actually required for the current
tree. If more levels are required, move a node to the right-most level dt& araew
node on this level) then close, and re-openTtiee Editor An additional level will

be displayed.

The following picture shows two closed nodes that are currently both “selected” and
“closed”.

Figure 4.7: Risk tree showing closed nodes

When action plans are attached to nodes, the nodes in the risk tree diagram are colour
coded to show the status of the action plan, like as shown here.

Figure 4.8: Risk tree showing action plan status
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The small circles to the left of each node show the state (or presencextban a
plan on that node. A white coloured circle indicates that no action plan exists. See
Section 4.10 for more details on Action Plans.

A node with an action plan has a coloured border (red for active, green for completed
and pink for inactive)

4.7. Setting and Editing Node Properties

All node properties are set in thimdedialog. TheNodedialog can be reached in a
number of ways: from th&€reebutton and from thdlodesbutton in theControl
Panel

When a new node is created by <right-clicking> in the tree editoNdah®& Node
dialog first appears:

Figure 4.9: Dialog for adding new nodes

where the code and name for the new node can be entered. Note that node codes must
be unique across the risk model as they are used for indexing the nodes. Clicking
Acceptwill close this dialog and allow another new node to be added in the same

way, or some other editing operation to take place. Cho&slitdetailslaunches

the full Nodedialog so that more detailed editing can take place on the new node.
TheNodedialog can also be opened directly for a existing node (from various places).

This dialog appears a little different depending on the type of node. For leafinodes
will look like this:

Figure 4.10: The Node dialog for a leaf node

It will not have any child nodes listed (in tBelbnoddist), but will have a risk value
selector. Thd&Risk Functiorbutton allows the risk value function for this node to be
specialized.

A branch node appears like this:
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Figure 4.11: The Node dialog for a branch node

In this case there is no risk value selector, but there is a list of child nodes shwving t
weighting value allocated to each. Selecting any one of the child nodes istthis |

will place its weighting value in the “A” field where it can be changed, and egdat

the Subnoddist with theUpdate weighbutton. If a range-weighted model is being
built, then you must enter values into the worst case (W), most likely case (M) and

best case (B) fields.
When an ANDOR risk tree is being used, the Node Dialog looks like this:

Figure 4.12: The node dialog for an ANDOR model

Note the inclusion of the AND and OR choice buttons, to specify the type of node.
Each branch (and root) node must have these values set correctly to reflect the

required logic.
In both cases we have these functions available for the currently selectdaatode
the child node):

TheGroup choice box at the top provides a list of available groups, and a node
can be allocated to any one of these.

TheAction Plansbutton opens the action plans for the current node. ltis
colour-coded to indicate the state of any existing action plans.
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TheDeactivate this nodbutton will deactivate this node. A deactivated node
does not participate in the risk model computations, though it still remains in
the model data. This is a convenient way of detaching a node (from all
perspectives and time phases). For a deactivated node, this button becomes
the Activate this nodéutton. Nodes can thus be toggled from active to de-
active.

TheDeleted this nodbutton will delete the node permanently from the
model. This should be used with caution.

For the selected node we can specify the properties of the child nodes connected to
this node.

TheUpdate Weighbutton will update the weights for the currently selected
child node to those values set in the weights text fields.

TheNormalizebutton allows you to normalize the set of weights for the
children of this node so that their values sum to 1.0. This operation should
only be performed if there is a requirement that the weights should be
normalized for the risk model, e.g. if the model is built to express risk values
as probabilities. This option should therefore be used with caution.

TheAdd Childbutton allows new children nodes to be added to this node (see
below);

TheDelete Childnode will deleted the currently selected child node from this
node. This button becomes tRestorebutton if the selected child node is
currently deleted.

4.8. Adding Child Nodes

Adding a new child node to a node may involve adding a new node, or attaching an
existing node as a child. The following dialog is used:

Figure 4.13: Dialog for adding child nodes
There are two options:

With the top radio button selected, a brand new node is created by typing in
the required code (a short name — up to 4-5 characters) that is used for
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indexing nodes. This code must be unique across the entire model. A full
description is also entered.

If it is desired to make an existing node a child of the current node, then
choose the second radio button option (the default) and select the required
nodes from the list below. Multiple selections are permitted. This list should
contain all possible (and valid) nodes that can be connected to. Note that the
risk tree must be a directed acyclic graph — so you must not create loops in the
logic (this should be prevented automatically).

A new node is always added at the current time phase. If this is not the st tim
phase, then links to the node will not exist at prior time phases.

4.9. Deleting Child Nodes

Child nodes can also be deleted or, more correctly, they can be disconnected from the
parent node. It may well be the case that a node is a child to more than one parent
node, perhaps in different risk perspectives. When a selected child node (selected in
theNode Dialog is deleted (with th®elete Childbutton) it is marked as "<link
removed>" in th&Subnoddist. Note that it is only the link to the child node that is
removed, not the child node itself.

If a deleted node is selected in the subnode list of the Node Dialdgekbie Child
button becomes tHeestorebutton. In this case clicking thi&estorebutton will undo
the delete operation performed earlier, but only beforéddeeptbutton is clicked.

Nodes cannot be added as children in time phases prior to when the node itself is
created. Links show with a “removed” status in time phases prior to the time phase
when the child node was created.

4.10. Adding and Monitoring Action Plans

When a node is identified as requiring some action to reduce its risk potential an
action plan is created. Any node can have zero or more action plané.ctidre
dialog looks like this:

Figure 4.14: The Action dialog
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when it first appears. To create a new action plan tlek The data for the various
fields can then be entered and saved in the risk modelPdiisenchoice shown at
the top of the dialog allows particular persons to be associated with the aation pl

Dates are best entered by using the calendar selector (from the ads'@Zidetton)
which appears like this:

Figure 4.15: Selecting dates

This allows correctly formatted dates to be entered in that field. The y@an@nths

are chosen from the choice selectors, and clicking on a day number chooses the day.
To clear a date field simply select and delete the text in the date fiatds Bre

checked for validity. Dates may be typed directly into the date fields, bubiiteic

format must be used. Use the “C” first to see what format is required (deterby

your locale settings).

Adding an entry to théctivation Datefield in effect activates the action plan (the
Activatedcheckbox will be set). If thActivatedcheckbox is manually unchecked the
action plan is considered inactive (other information is retained).

Adding an entry to th€ompleted Actudield declares the action plan completed.

Action plans can have an associated cost item attached — This could be interpreted in
a number of ways but perhaps, most obviously, the cost of completing the action plan.
Currently these cost are recorded in the risk model, but no further computations are
done with them.

To add a second action plan to a node usélévebutton also. In this case thiext
andBackbuttons will become active to scan through the action plans.

Actions can also be deleted if required with Dredetebutton.

TheAction Index(from theAction button on theControl Pane) shows the full set of
nodes (except those in the default group) with the status of their action platisistike

Figure 4.16: The action plan summary dialog
The action plan buttons (both here and elsewhere) are colour coded as follows:

White There are no action plans defined for this node
Red There is at least one action plan for this node that is currently active
Green All action plans for this node are completed (one or more), or inactiye
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Pink All action plans are inactive.

If we click any on thé&roup Buttongon the left side of the dialog) we get a summary
of the actions active for all nodes in that group.

Figure 4.17: The action plan summary, by node group

This list shows all nodes (in the group) andAaitionsattached to each node (by
person name and action name). The responsible person, and the associated costs are
also displayed.

4.11. Viewing and Reporting Actions

Once a number of actions plans have been created it may be useful to be able to list
them, and order them according to some criterion. Aldtien List/Ranldialog looks
like that shown in Figure 4.18:

Figure 4.18 The Action Plan List/Ranking Dialog

A selection of the key descriptors for each action plan is shown (node code, the name
of the action plan, person responsible, its status, the cost value, and the initiated and
completion dates).
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By clicking on the appropriate button at the top of the dialog, the entries can be re-
ordered. For example Figure 4.19 shows the result after clickingasidutton. The
reordered list can also be printed or saved in a text file for processindgnetsew

The small “A” button will launch théctiondialog for the selected action plan. Note
that all action plans are listed, including multiple action plans, if present, onl@ sing
node.

Figure 4.19 Actions ordered by Cost

Actions can also be viewed using a Gantt type chart showing their position iastime
shown in Figure 4.20.

Figure 4.20: The Action Plan Dialog

The various components of this display are:
The white buttons/labels on the left summarize each action plan by the
associated node code, by cost and responsible person. These buttons can be
clicked to launch théctiondialog for that node/action plan.
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The date when the action was activated (created) is shown as a red coloured
flag (see Figure 4.21).

The targeted start and finish dates for the action are marked with blue coloured
flags

The actual progress of the action plan is shown as a solid blue bar.

If the action plan has been commenced but not completed it is shown extend
by a series of small arrows to the end of the project.

The order in which the action plans are presented can be changed by choosing
the required sort order button.

The chart can be saved as a JPEG file, or sent to your printer.

The time scale is automatically adjusted to fit between the earlieshddt

latest dates include amongst all the actions (the week starts on a Sunday for
display purposes).

Pointing the mouse to any of the label buttons (on the left) will show the full
name of the action in the text field across the bottom of the scrolling window.

Figure 4.21: Action Planner Notation

In theAction Ranldialog the “A” buttons are colour-coded to indicate the status of

the action plan. In thAction Plandialog a small coloured dot is placed on the label
buttons for the same purpose. Remember this is meant to indicate the status of a node
(risk factor) with regard to action plans. A node may have several action plans
associated with it, and thus will only show up as being “completed” (i.e. goémur)c

when all action plans on the node are complete. The colour coding is intended to
show the status of the node rather than the status of the individual action plans (when
there are more than one on a node).

If an Actiondialog is launched from either the rank or planner dialogs, the parent
dialog is normally updated upon return, providing that no new actions have been
added. In this case the parent dialog will close down so that when it is re-opened the
new action plan can be included and displayed. In the case A¢tiba Plandialog,
editing the actions may cause the time scale to be incorrect (out of the previous
range). In this case just close the dialog down and re-open it to reset ticetcore
scaling.

4.12. Adding Risk Perspectives

The examples seen so far contain single risk perspectives. The idea i the ris
perspective is that it allows quite different views of the risk analysis takea. For
example it might be useful to have different risk analyses for cost (measured i

39



dollars) and schedule (measured in weeks), perhaps set up for different parts of the
project team.

Generally all risk perspectives build on a relatively common set of risiréadut

may aggregate these differently with different weighting factors. ddridhe seen in

the following two risk trees. The left one is for “Cost” the right one for “Scleddul

In each case the same leaf nodes are used, but there are different branchitiodes (w
different weighting factors) and a different root node.

Each perspective can be view as a separate risk tree, but with the possibiiying
risk knowledge from the leaf nodes.

Figure 4.22: One model, Two perspectives

To create a new perspective, chobsé@ Perspectivebutton in theProperties
Dialog. Enter a name for the new perspectives, then Alitk A new root node is
added, from which a new risk tree can be built.

Figure 4.23: Editing Perspectives

In most reporting operations the currently selected perspective will bencloose
display. The name of this perspective will appear in the title bar of all gespla
subsequently generated so it is possible to keep track on what is being reported.

Risk perspectives can also be deleted (with caution) from the same dialog. This
actually results in the root node being removed, other nodes remain in the model, but
possibly not connected.
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4.13. Adding Time Phases

When a model is first created it is associated with the “initial” timeghas the

project proceeds, it is most likely that the risk values will change and should be
monitored. For the risk manager this means that new time phases should be added at
appropriate time intervals, perhaps corresponding to major milestones ar revie

points.

When a new time phase is created, the previous one is “frozen” so that subsequent
changes in the risk model can be observed. A new time phase is added featit the
Time Phaséutton in theéProperties Dialog

Time phases are designated by a date stamp, followed by a short description, as
shown in Figure 4.24. When adding a new time phase, just type in the required
description, the date stamp will be added (automatically) to match the curent dat

Figure 4.24: Editing Time Phases

The description of a time phase can be edited using the same dialog, bpg&hecti
required item, making the changes in the top-most field, and then chafysliate
Note that the first part of the name of the field can also be edited (i.e. yoharagec
the date if required), but care is needed to format the date correctly. Hod®tyle
that is inserted automatically (determined by your locale settitiga)ormatting
error occurs, this will most probably result in the time graphs not being scaled
correctly. The dates included in the time phases are used to scale therXtagis i
time plots.

When a new time phase is created, the complete previous state of the model is copied
to the new time phase. Time phases can also be deleted (not the first) with. cauti

Normally past time phases would be considered “frozen”. If a past time ghase i
selected, then those dialogs that allow editing of the model to occur are opened in
read-only mode. This is intended to prevent accidental changes to the model at past
time phases. It is possible to override this restriction by checkirtgdib@ast phases
checkbox in thé’ropertiesdialog.
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4.14. Adding/Editing Node Groups

Nodes in a risk model can be clustered into groups. These groups do not effect the
definition of the risk model, only for the classification of nodes and the reporting of
results.

Node groups are added/edited in @up Nameslialog that is launched from the
Edit Groupsbutton on thé’ropertiesdialog.

Figure 4.25: Editing Groups
The currently defined groups are shown in the list.

To add a new group, type its name into the top most text field, andAclatkThe
new group name will be listed.

To edit a group name, click on the name, edit this name in the top most text field, and
click Update

To delete a group name, select it in the list, then &ielete Note that when a group
is deleted, all nodes in that group will revert to the “Default group”.

There are two standard grouping options providadup by Node TypandGroup
by Level These may provide an easy way of defining groups to get started, but they
can be freely changed by the user.

4.15. Adding/Editing Person Names

A risk model can have associated with it a list of pre-defined names, usudhy fo
purpose of attaching these to action plans (the person responsible). These names are
added/edited in thBerson Namesdialog that is launched from tlilit Namedutton

in thePropertiesdialog.

Figure 4.26: Editing Person names

This dialog operates in exactly the same way a&tioep Nameslialog discussed in
the previous sub-section.
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Every Action Plan is associated with a Person name. By default this is the “Ris
Manager”. If a person name is deleted, all action plans associated wiletba
revert to the “Risk Manager”.

4.16. Charting

The bar charts are designed to show the contribution to the risk value at a node in the
risk tree from all child nodes. Starting at the top of the tree (the left mtis of

following figures) the user can observe the contributions of the three child nodes.
Selecting (<left click>) the highest risk node (Tech) displays the childsrfod¢he

Tech node. That is, we “drill-down” the tree following the high risk valued nodes.

Figure 4.27: Exploring the risk values using the chart

From this chart (the middle one above) we see that the child node “RC” has the
highest value. If this bar is selected then its child contributors are therydispla
(right most figure).

In complex trees there are many possible ways of exploring the riskii#is is
the task of the risk manager. The charts do provide, however, a very clear indication
of where the high risk values are coming from.

When a risk model is defined with range values on its weighting values (dem $ec
for a detailed explanation), the charts will display like this:

Figure 4.28: A chart showing the effect of range weights

showing the best-case (in brown), median case (in orange) and worshaash (i
scenarios. The mean value is shown as the yellow (and labelled) line. Feratiis

the user is able to see the range of possible outcomes based on estimateoof cost (
example) over a range of possible values.
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By default the scale for plotting charts is estimated automaticallyptioially”

display the range of data in each chart. This is useful in many cases, and for
discovering (on first viewing) the range of values being computed. There are
occasions where it is also useful to fix the scale so that charts can be coragared (
across time phases). The scale for charts can be fixed to a set valueibsdigscr
the Properties dialog (see Section 4.5).

4.17. Plotting

When a risk model is defined over two or more time phases the Plot function provides
a way of viewing the changing risk assessments over time as shown in thénipllow
diagrams.

Figure 4.29: Time plots

On the left we have the average values plotted for each child node of the root node.
On the right we have drilled-down on the “Del-C” graph to show the children nodes
(<left-click> on node), and then <right click> on the “Mech” graph to show the range
of risk values (green is best case, blue is worst case). This option is onlplavaila
when range weighting values are defined (see Section 6).

For these plots, it is often the case that two or more graphs overlay each other. In
such a case, if a clicked vertex matches two or more nodes, then you will be prompted
to select the required node from dialog which list all nodes at that vertex, Bke thi

Figure 4.30: Editing time phases

This allows precise selection when there is some ambiguity in the screen.displa
Note also that it is possible to re-size the plot window to make details cldaer
necessary.

The time plot option also provides a way of showing the expenditure on risk
mitigation as defined in the Action plans and as shown in Figure 4.31.
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These plots show the cost (e.g. dollar) value of the action plans, accumulated over the
duration of the project (to date). The cost graphs are turned on/off with the
Show/Hide Costbutton.

() (b)

Figure 4.31: Time Plots Showing Mitigation Costs

A cost is incurred when the Action is actually implemented (not just defined). Once
incurred the cost is taken as the total for the Action and remains incurred for the
duration of the project. The cost therefore continue to accumulate every time an
Action in initiated.

With the cost graph displayed it is quite simple to see the impact of thetiartiga
efforts: i.e. what reduction in risk values occur, and at what cost.

The costs values can be displayed in two different ways:

Perspective Costsvhere the costs at a node are the sum of the costs
associated with all Actions attached to child nodes of the selected node.

Total Costswhere the costs are the total for the whole project, summed across
all Actions (activated when thieotal Costscheck box is selected)

4.17.1. Perspective Costs

For this option the costs are shown for the chosen perspective, and for the chosen
node of the risk tree. Figure 4.31 (a) shows the costs incurred for all the nodes that
are defined with the Cost perspective, and Figure 4.31 (b) the costs incurred within
the Schedule perspective. Since some risk factors are included in both perspective
then these costs will appear in both graphs. Care must therefore be exercised in
interpreting the graphs if the risk model contains sharing of nodes between
perspectives, or a combined tree is being exarfined

From another view, the costs shown are those associated with all risk faators th
belong to each perspective, and naturally we see the results of this expenditure in
terms of the reduction in risk values.

2 This is generally only the case if the “multipted” option in the Properties dialog is uncheckedst
combining all perspectives at the top most level.
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As we drill down into the risk tree, the cost for the children nodes of the currently

selected node are shown. Figure 4.32 shows the result of choosing the “Del-C” node.

Here we see the costs shown for all child nodes from this node.

Figure 4.32: Cost Graphs for the Del-C node in the Schedule Perspective

In this case we can see what costs have been incurred for Actions associatedywith onl
the nodes below the “Del-C” node. The differences between this costs graph and the

one in Figure 4.31 (b) is due to the fact that in this risk model there are Action plans
attached to some intermediate level nodes (this is permitted). As we dnilliatmw
the model, the higher-level costs do not then appear.

4.17.2. Total Costs

For this option the costs are always the total, summed across the entire riski.@ode
all Actions). Figure 4.33 (a) shows the perspective mode, and Figure 4.33 (b) the
total cost mode. In the total cost mode the cost graph will be the same regafrdless
where the time plot is constructed.

(@)

(b)

Figure 4.33: Difference between Perspective and Total Costs

The scale for the costs graphs (as well as the risk graph) can be fixe®Propketies
dialog, so that the scale will be the same for every graph (rather than acatdiyna
scaled), as shown, for example, in Figure 4.33.
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4.18. Ranking

Charts and Time Plots provide a way of looking at the risk model from a top-down
view, and the capability to drill-down into the risk tree to explore where the
contributions to the risk values are coming from. It is also possible to look at the risk
tree from the bottom-up. This is done via Renkingdialog.

In this view of the risk tree, we only consider the leaf nodes (as they alos@igen
risk values), and rank them in order of their potential contribution to the total risk for
the chosen perspective. The following figure shows this report.

Figure 4.34: The risk factor ranking dialog

Where we have a large number of risk factors they are displayed in quariiies
selector at the top allows one of the quartiles to be displayed. The order is in
descending order of contribution (expressed as a %, and as the computed value).

Formally, the values computed to derive this ranking are the sum of the products of all
the weighting factors along each pathway from the root node to the leaf node (there
may be more than one path).

The smallA buttons will launch théction Plandialog for the selected node.

4.19. Reporting

Most of the information contained in the risk model can be seen through graphical
displays (Charts, Plots, the Tree itself, etc). In each case the windowniess a

option (File) from which the graphical image can be saved to a file (JPEGiedna

This provides a permanent record of any of the graphical displays. JPEGHiles ca
imported into most word processing programs, graphics packages, web browsers etc.
There is also a menu option to print the current graphic image directly to the.printe
Charts and Time Plots are plotted onto a single printer page. Risk treegare oft

much larger and various scaling options are provided, including the option to print the
diagram over several pages. To include a diagram into a report it is generaliydett
save the image to a JPEG file first then import it into a word processing oragaphi
program.

It is also possible to generate a numeric report of the risk model froRepaat
button on theControl Panel The following is first presented:
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Figure 4.35: The Reporting dialog

The report can be sent directly to the printer, or saved as a text file thatfcatihée
analysed in a spreadsheet package or imported into a word processing package.

The report can contain various levels of detail, as set in the above dialog. There are
various ways of collecting the data for the report:

Nodes can be collated by type (leaf, branch and root) or by user-defined
group.

Action plans can be collated by node or by person.

All time phases can be reported, or just the currently selected phase.

If the Include datacheckbox is unchecked, only the descriptive content of the model
is reported, the numeric values associated with risk metrics is excluded.

4.20. Notes

The note editor provides a simple way for the user to add/edit notes that belong to the
model. These notes may be used to compliment the description of the risk model, or
may be just ad hoc comments to remind the user of some task, or idea, for later
reference.

The note editor is a simple text editor, like this:

Figure 4.36: The Notes Editor

It can be resized as required. T&ncelbutton closes the dialog without making the
changes just made, teceptbutton accepts the latest changéear removes all

text from the note. ThEile menu contains options to save the notes to a text file, and
to send the notes to a printer.

The contents of the note dialog are saved along with the risk model, and will remain
in the model until cleared.
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5. Modelling Principles and Options

5.1. The Domain of Application

is targeted at project process risk analysis. It is not intended to provide a
formal model for systems where we have a system of connected components each
with their risk of failure. It is also not intended to provide a formal model of the
sequencing of activities and events that are required to complete a projeghtbani
commonly used in critical path analyses. These domains have their own specialize
modelling strategies and tools.

is concerned with modelling a set of factors which can influence the
performance of an organization undertaking a project development task and where
these factors are substantially derived from the properties of the orgamizaé
project and the ability of the management team to achieve the goals of tlt (@moje
time, within budget and according to requirements).

The focus is on the process by which the organization, through its project team,
achieves these goals. The sorts of factors that influence this have bedredescr

earlier (see Sectionl1.1). We will presume that they are measurabld) thewgcept

that this is often a subjective evaluation and will require experience and knowledge of
prior (and similar) projects.

5.2. The Role of Probability Theory

Given the above assumptions, we can describe some of the desired properties of the
risk model in terms of basic probability theory. The starting point is the proposition
that risk is measured as the product of the probability that an event will occur, and the
impact of that event on the project, like this:

V = P(A * C(A) Eq 1.

where P(A) is the probability that event A will occur, C(A) is the cost, or it ffzet
event has on the project, and V is the risk value (assessment) for the event. This type
of function defines a risk surface like this:

Figure 5.1: The Risk value Surface

This figure shows contours of equal risk, so that a high probability-low cost event
may have the same risk value as a low probability-high cost event. For aesiegte
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the model is fine, but most projects involve more, perhaps many, events that can
influence the project.

The basic rules of probability arise from the following concepts. The prdpabdt
either of events A and B will occur can be expressed in terms of the logical
disjunction, like this:

P(AUB)=P(A) +P(B) - P(AUB) Eq. 2

This says that the probability of A OR B occurrisghe sum of the probability that A
will occur, and the probability that B will occuess the probability that that will both
occur together.

If events can occur together, then this is expreasehe logical conjunction of
events, as follows:

P(AUB)=P(A * P(B| A) Eq 3.

This expression says that the probability of A ABDccurring together is the
product of the Probability that A will occur ancetprobability that B will occur,
given that A has occurred. The second term igneddo as the conditional
probability.

To apply these basic relations to a real life proyee can see that it would be
necessary to describe in detail the relationshgtaden all events in the project, and
to elicit quite complex probability information.oTmove forward, we will make some
assumptions.

We also know that risk events never occur withxadiprobability, the outcomes are
almost always distributed over a range of valudgbenform a of a probability
distribution. For simple models that have 2 oisR factors we might try to identify
(measure) these probability distributions. In mestdistically sized models this tasks
in well beyond what we can expect to achieve. &ddnest to the underlying
probability theories we cannot ignore these progertWe will look in more detail in

Section 6.1at how this can be done within

5.3. Making Probability Theory Workable

We can make a wide range of assumptions aboutvtr@sin the project, some will
be more sweeping than others. If we suggest ieatitk factors that have been
described for a project are "generally" mutuallglagive, i.e. we expect that only one
will occur at any one time, then Eq. 2 can redace t

P(AUB)=P(A) + P(B) Eq. 4
as P(AUB)® 0

We now have a workable approximation. The valdd®(8) and P(B) may be
assessed and the combined probability taken assiin@i. We can now extend this a
little by suggesting that the risk value can be imalated in the same way, i.e. taking
the combined risk value as the sum of the valuegseo€omponent parts.

This leads us to the first outcome, that can berpmeted for our risk tree:
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Vi= Wy Eq. 5

il
This equation says that the risk value at nodebmputed by summing the risk
values for each node i that is a child of nodAmnh expression like this can be applied
up the risk tree starting at the leaf nodes, comgutsk values at branch nodes and

ultimately the root node.

In other situations the assumption about mutuadbfusive events may not be
justified, but we may be able to argue that evargs'largely” independent. In this
case Eq 3 can be simplified as follows:

P(AUB)=P(A * P(B) Eg. 6
if we argue that the probability of B occurringnist dependent on the occurrence of
A, i.e. P(BJA)® P(B).

We now have a situation where we know that everdasdB may well occur together
but there is little conditional dependency. Irstbase we interpret the risk tree model
as follows:
V| = 6 W M Eq' 7

i |
so that the risk value at the parent node is thdymt of the values of the children
nodes.

We will see some interpretations of these modebitngtegies in the next section.

There is a third type of model which can also besatered, based on fuzzy logic.
This approach starts off by suggesting that thaillood of an event occurring can be
measured as a membership function (which is in maays analogous to the
probability value), and that the combined membegréimction is defined as follows:

For the union of two fuzzy events:

mMAE B)=Max{r(A), nB)} Eq. 8
and for the intersection of two fuzzy events:
mMAG B)=Min{n(A), n(B)} Eq. 9

where,m() defines the membership function in each casg.8Klescribes the

situation where we are interested in estimatingctirabined effect of one of the
events occurring, the second (Eq. 9) is where weraerested in the events occurring
together. The first case is probably of more iger

From another point of view, Eq. 8 describes Murplgiv where we take the worst
possible case as our risk value. Eq. 8 can bettirapplied to our risk tree
framework.

We thus have three approaches to formalizing thepatations we can perform on
the risk tree.

5.4. The Options Available

We can base our risk modelling on the above appesdut these need some
additional interpretation to make them practicaianps.
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Within the framework there are three modelling approacheshwhill be
described as SUM, PRODUCT and MAX correspondingeéhautlined in Eqs. 5, 7 &
8. For each of these modelling approaches thesene flexibility for the user. The
main concern is to think through carefully the megryou wish to attach to the risk
values, and how these values are to be aggregptde uisk tree. This will have an
important effect on the choice of weighting factors

54.1. SUM Models

This model is based on a summation of risk valyetha risk tree. The values at the
leaf nodes are assumed to be described by th€assehosen risk values). A simple
model is shown in Figure 5.2. In this case thie velues at each branch node are
computed as the sums of those from the child nodésplied by the respective
weighting factors.

Figure 5.2 Sample SUM Model

If we look at node b, then we see in Figure 5.3 the risk value for the node is 3.29
(as shown in the window title bar), and this is mag of 0.8 (= 0.16*5.0) from node
c and 2.5 (=0.83*3.0)from node d. The values @6G@nd 0.83 are the numeric
values for the current risk function for Vlow andiigh respectively.

Figure 5.3: Risk values at Node b

Looking at the root node we see the values of nadesd b are shown in Figure 5.4.
These value are again the sums of the child ndtirsnaultiplying by the weights.
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Figure 5.4: Risk values at Root Node
The total value for the whole tree is 5.925 as showthe window bar.

The weighting factors can be interpreted a numberays, as required by the model.
Here are two possibilities:

1. Take the weighting factors to be normalizing fastibrat makes the sum of
any set of risk values (from the child nodes) teagls be <=1.0. In this case,
the risk value at a branch node can then be takanpaobability value. This
approach can also assure that as branch node aabi&gther aggregated
there is no bias built into the computations. Tikk value will thus be
defined as a probability value.

2. Take the weighting factors to represent the castsgme form, e.g. dollars,
days, etc), and interpret the product of ProbatsMalue to be a measure in
the same units. In this case the weighting factarsld represent something
like the "average" or "most likely" cost of the evactually occurring. (see
Section 6 for a more detailed discussion on "awsragsts). The risk value in
this case will be defined as a "cost" value.

In this second case the risk value calculatioimis for the first layer of the risk tree,
i.e. computing the risk value at the first levebodnch nodes. Beyond that, it would
normally be assumed that the weighting factors diel unity (1.0), or normalized so
that they summed to 1.0 at each parent node.idmty, we would try to retain the
correct "units" up the risk tree.

5.4.2. PRODUCT Models

These models are based on the idea that the ggk$aare not mutually exclusive but
they are largely independent. Given that the vakes for the child nodes will be
multiplied together, the base risk value will needbe 1.0. Higher values will
indicate that the risks are “greater than whabisially expected”, and a value less
than 1.0 indicates the risks will be “less than tweanormally expected”. The risk
factors are more like a "cost driver" which is apglto the estimated costs (dollars,
days, etc) for that part of the project process.

Figure 5.5 shows a simple example PRODUCT modethit case there are three

leaf nodes. Nodeland Node2 are considered todielduers for node AAA, so their
respective values are multiplied together as shoviAigure 5.6. In this model the
weights are defined as a probability distributieeg Section 6.1), so the values shown
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in Figure 5.5 are the computed average valuesegedhe effect of the range weights
in Figure 5.7 and Figure 5.8.

Figure 5.5: Sample PRODUCT model

Figure 5.6: Risk values at node AAA.

In this case the risk value functions for the fesgtors (the leaf nodes) are in the
range 0.7 to 1.3, hence they have individual vati€s7 and 0.9 respectively, and the
total for the node AAA is (0.7*1.0)*(0.9*1.0) = B6 Note the weighting factors are
set to unity. At the root node the situation isrencomplex as we have branch node
and a leaf node as children. The risk valuesldirahch (child) nodes are added, and
then multiplied by the values of all leaf (child)des. At the root node we thus get

the result as shown in Figure 5.7.
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Figure 5.7: Risk values at root node for PRODUCTdelo

From the child node AAA we get the product of itgnorisk value (0.63) and a cost
value (110, 100 and 80 for the worst, most likelyg dest case scenarios), and a value
of (1.2, 1.0, 0.8) from node BBB. This value isthmultiplied by the value of AAA,
since BBB is a leaf node. This might seem a litle at first, but it provides a
consistent interpretation for the PRODUCT model, the values of child leaf nodes
are multiplied together, while the values for clbldnch nodes are added. When
there is a combination of nodes the appropriatdymtdisum terms are used.

As a result Figure 5.8 shows the result for the noale.

Figure 5.8: Risk Values for Root Node

For the PRODUCT type models the weighting factotbea first level of the risk tree
(just above the leaf nodes) are usually taken@ssb.that the product term will have
a value (around 1.0) describing the combined effétte set of child nodes. At
subsequent levels in the risk tree the weightitpid may be the actual "expected
costs" for the child branch nodes so that the aggeel value at the root is described
in cost terms.

The multiplication operation is only carried out feaf nodes. The risk values for
branch nodes are summed for their own parent nodes.

5.4.3. MAX Models

This is the simplest model to explain. At eactelew the risk tree, the value of a
branch node is taken as the maximum of the valtigs children. The weights
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attached to leaf nodes may be unity values (1.@pald also be actual cost values
(dollars, days, etc). At higher levels in the treit values would most likely be
applied.

We can examine the behaviour of a MAX model byrtgkhe model from Figure 5.2
and redefining it as a MAX type model. As a reswdtwould see the following risk
values in Figure 5.9 and Figure 5.10. In each tasenaximum values are
propagated up the tree after multiplying by thepeesing weighting factors.

Figure 5.9: Risk value at node b for MAX model

Figure 5.10: Risk value at Root node for MAX model

The risk values calculated at the leaf nodes anplgipropagated up the risk tree,
choosing the highest value at each branch.

5.4.4. ANDOR Models

And/Or models are intended to represent the clalsdecision tree problem. A
decision tree is intended to describe the riskevalua set of options that the risk
manager has, and where she must consider thenlikels of all the eventualities.
While this type of model can be quite effectivedypresented within , its
semantics are quite different.

In AND-OR model, the values associated with eaehhede and the expected
payoffs for that outcome (often expressed in $ ser@nd may be negative), rather
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than a probability measure. The weights appliegkich child node are then
probability values (rather than cost values). AND-OR model may thus contain
negative payoffs if the payoffs can include botbfipgs and loss options.

Consider the following example, as shown in Figudel

Figure 5.11: Simple ANDOR model

The decision task is to choose a development emwviemt between two options (use
C++ or Java). In the first case we have considerakperience and can estimate the
costs to be $3.5k. The second case is more uiteithe risk manager has
determined that there is a probability of abouttBa8 there will be no problems with
the new Java tools, but a probability of 0.7 thatré will be some problems. If there
are no problems, then the costs will only be $3i@k less than the C++ option).

If there are problems then the development teaitdegend on the Help Line from
the tool supplier. There are some uncertaintiesiahow effective this will be. The
risk manager has decided that there is a probabiliabout 0.4 that the Help Line
will be able to provide all the help required, androbability of 0.6 that they will not
(be able) to do this. The time taken to solveptablems (even if the Help Line is
very effective) will still cost extra, so the cdet the project will be $4.0k. If help is
not forthcoming then the costs will blow out to 6.

What decision should the risk manager recommend?
Here is a list of the risk factors in detail:

Group: Default group
Proj: Project development environment
C++: Choose C++
Java: Choose Java
OK: No problems develop
NotOK: Problems develop with development tools
Help: Help line from tool supplier good
NoHelp: Help line poor

Note that in the AND-OR model, the child nodes adlebranch node are defined in
terms of AND or OR logic, i.e. the parent node d&jzeon:

1. Any of the child nodes occurring (OR logic), or

2. All of the child nodes occurring.
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In Figure 5.11, all the nodes are OR nodes asateficby theJ (logical OR) symbol.
AND nodes are indicated with the(logical AND) symbol, where required. The risk
values of the leaf nodes are defined as the expeciss, and the child weights are
the probabilities. The risk values are aggregafethe tree (to the root node) as a
combination of AND and OR computations, as follows:

1. AND nodes are computed from the expression:

vV, =Qwx,
il

I.e. the product of the values from the child reode
2. OR nodes are computes from the expression:
Vi= wy
I.e. the sum of the values from Itlr:e child nodes.

whereV; is the value of the child nodeandw; the probability for that option.

Once completed, we can begin exploring this mosiah®wn in Figure 5.12.

Figure 5.12: Risk-valued Cost for the two tool ops

From the top level the expected costs for the tptioas are: C++ is $3.5 (as defined)
and for the Java option $4.54. We can exploredpimn further to discover where
the contributions are coming from, and what deaisgcomake. In this form it is
relatively easy, of course, to ask “What if?” quess in an endeavour to discover the
sensitivity of the decision to the chosen probabilalue.

Note that AND-OR logic models can only operate vaith*Average” frequency
distribution mode.
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6. Advanced Risk Analysis and Strategies

6.1. Probability Distributions

A key ingredient in designing a risk model within is the allocation of
weighting factors on each child node. So far, weehspoken about "most likely" or
“average” values. We can now expand this aspettidu

The weighting factor is intended to describe thesttof the event occurring, perhaps
in dollar or time units. Remember that the riskuedas computed from the product of
this cost (impact) value and the probability asstc with the risk factor. There may
well be some uncertainty about this value. Wetbas apply a range of values that
describe:

The worst case value (W) - that describes the waas¢ cost for the risk
factor.

The most likely case (or mode) value (M) - thatadies the most likely cost
for the risk factor

The best case value (B) - that describes the lossile cost for the risk
factor

We are thus describing a distribution of likely tds approximate the "real"
distribution. From these three values we can @talthe risk values in the risk model
for each, giving a range of possible outcomes egd-feck to the user.

The actual shape of this distribution is an opesstjan, since there will be very few
instances where there is sufficient detailed infatiom to fully describe it. We will
most probably have to make some simplifying assiompt The general properties of
a probability distribution are shown in Figure 6.1.

The simplest view is to take the average (meanjevas the only estimate we have.
This is the default for the “Average Value” metheldere we take a single value (as
nominated by the risk manager).

A Mode

Relative Probability

[
-

P05 P50 P95 Iltem Value (X)

Figure 6.1: The properties of a probability distuiiton

If we wish to provide some better realism, thenrtbgt level of model deviopment
can be based on a triangular distribution like tblaown in Figure 6.2. This
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distribution is characterized by three parametersthe smallest possible value, b —
the most likely value, and c- the largest possialee. The idea here is that we may
be able to question the risk manager, and ask bmtéhprovide the values of these
three parameters. The mathematical propertigsi®fiistribution (mean, standard
deviation, median) are well known and can be coegbdirectly from the defining
parameters (i.e. a, b and c). The values of thenpeters a and c are interpreted as
extreme values for the distribution, say at thé2dy 5% (for parameter a) and 97.5
or 95% (for parameter c) probability levels. Ntiat the 2.5% and 97.5% levels
correspond (approximately) ta&2 for a normal distribution.

A

[
-

a b c

Figure 6.2: The triangular distribution

The triangular distribution does not, however, jdevan intuitively correct shape.
We know that most natural phenomena have shapearthenore peaked with longer
tails at the extreme values. While trying to kedm on the complexity, the (so
called) BetaPERT distribution is a possible altéuga This distribution is shown in
Figure 6.3. This distribution is derived from tBeta distribution, but it is defined in
terms of the same three parameters as used foridregular distribution (i.e. a, b and
c) with the difference that the function is moraled and curved. It is often thought
that this distribution is more realistic/natural.

A

[
Lol

a, a b Cy b C,

Figure 6.3: Various BetaPERT distributions

The main difference between the Triangular and BERIT distributions is that the
mean value is more heavily biased by the model(th@&ameter value), as follows

1. For the Triangular distribution: mean = (a+b+d)/3.
2. For the BetaPERT distribution: mean = (a+4.0*b+€)/6
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Various computation options are provide within (in thePropertiesdialog)
to select the required computational model.

Note that if a probability distribution model islbe used then the user must supply
the required three values (Worst, Most likely, &ast values) for each link in the
risk tree model. The defaults are taken as 1.@dch value.

Within , when aggregations are performed up the risk theegentral limit
theorem is adhered too, at least approximatelye cemtral limit theorem says that as
probability distributions are combined (added oftiplied together) the resulting
distribution trends towards a normal distributiddur interest lies with the fact that as
a consequence of this, the extreme values tend tboler to the mean that you might
otherwise expect (because the probability of ggtin outcome where two, or more,
individual factors are at their extreme values i&hless than for each one taken

separately). In a computation is done to estimate the new extnahes
based on 2.5% and 97.5% probability outcomes fst &ed worst values
respectively. You will therefore find that the ethe values tend to “be closer to the
mean” as more risk factors are aggregated (eithsulmming or multiplying
together).

The difference between the results from the Tri¢argand BetaPERT distributions
are, in most cases, not very noticeable, and givemincertainties in the underlying
data may not be significant in practical use. €nily the differences are more of
academic interest.

6.2. Risk Functions

The user typically describes the risks associatiéa awisk factor by selecting a value
from a list with designated values like: XLow, VLplow, Med, High, VHigh and
XHigh. This 7 point scale is intended to provideskatively easy way of setting and
adjusting the risk values at the leaf nodes byirigethe user from thinking in
numerical terms.

These levels are mapped to numerical value viaiskdunction. There is a default
(model wide) function that is defined in tReopertiesdialog, and the possibility of
defining unique risk functions to any node. Trekifunction dialog looks like this:

Figure 6.4: Specifying the Risk Function
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The numerical values mapped will vary dependinghenmodel being built. For
example:

If the model is a simple probability model, thee thalues should range
between 0.0 (for XLow) to 1.0 (for XHigh), and padity 0.5 (for Med). The
scale in between may be linear, but it does nog@we. This is a user's
decision. It is sometimes useful to scale valoenf0.0 to 10.0, simply to
make the numerical results a little easier to readhakes no real difference
to the computations.

If the model is designed to express cost perspec(iv dollar or time units),
then the scale range will most probably be 0.0.6o0 1

If the model is to be based on the PRODUCT comjmutathen the mapping
values will most probably be set at 1.0 (for Medjlues less than 1.0 on the
low side of the scale, and values greater thatat.Qalues on the high side. A
typical function might have values like this: 0078, 0.9, 1.0, 1.1, 1.2 and 1.3.

The model default function is applied to every mewde when it is added, but each
node can have its own unique function that canebé&em theNodedialog.

The Risk Function dialog has three “standard” fior that the user can choose to
use. These apply a risk neutral function (lineanjsk prone function and a risk
adverse function. In the last two cases the fonas symmetrical about the Med
level. These “standard” functions are intended gside only —users are free (and
encouraged) to define their own functions that fietlie application domain as well
as the risk perceptions of the management teanot@achization.

Normally a user would choose risk values from tregipfined list (XLow, VLow,

Low, Med, High, VHigh, XHigh), but is it possible tirectly enter a numerical

value. At the very top of the risk value combo lamtions (that is located in various
dialogs) there is one, “<<Use”, that will take #retual numerical value the user types
into the number field. This allows the user toémide” the predefined risk function
at any stage.

There are also situations where we have no idea velhae to choose. This may
happen if the particular metric concerns a phashkeoproject that is too far ahead to
currently contemplate, or is may be we just havenfarmation. Such metrics can be
classed “N/A” (for not applicable). This optionleated on the risk value selector
combo box. For computational purposes, the vatugadly associated with this
metric will be the default value (as specifiedhe Propertiesdialog). Such values
are marked with “*” in Chart and Time Plot displayShe advantage of doing it this
way is that it is possible to set a model-wide edtor all “N/A” metrics by changing

a single value. It is therefore possible to edasyyout risk prone or risk adverse
scenarios for these “N/A” metrics.

6.3. Status of Nodes

There are a number of concepts that have beennmmeplied which allow the
management of nodes. These should be understondke effective use of a risk
model.
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6.3.1. Adding Child Nodes

When a node is added to the model, the time plsasatéd. This means that a node
cannot be connected as a child in a time phasetorits creation time phase. Child
nodes, in such circumstances, are listed as “redicaed do not take part in the risk
computations. If you wish to add a new node sbitlean be linked at all time
phases, then it must be added at the first timegha

6.3.2. Deleting Child Nodes

Since nodes may be used by one or more risk pargp®dt is generally not
appropriate to delete a node entirely from the rmottes more likely that we wish to
"disconnect" it from its parent node in one or mavs of the model. If alink to a
child node is deleted, then the link is removedrelyt This operation does not affect
the status of the node. The node remains in thaembut it will not be connected in
the risk tree.

When a link to a child node is deleted thenBiedete Childbutton becomes the
Restorebutton so that the node can be "un-deleted" thise

Figure 6.5: Deleting Child Nodes

(and only) before th&cceptbutton is clicked. The nodes remain in the maoahdtss
permanently deleted.

6.3.3. Activating and De-activating Nodes

From theNodedialog, a node can be "activated" or "de-activatédormally a node
is activated. If a node is de-activated then temmporally removed from the model
for all time phases arall perspectives.

A de-activated node is "greyed out" on the disptagugh still visible, but does not
take part in the risk calculations. When a nod#eisctivated, the button becomes the
Activate this Nodéutton.

The Node dialog can also be used for deleting npdamanently. Selecting the
Delete this Nodéutton will remove the node entirely from the miode
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6.4. Multiple Risk Perspectives

Complex risk models will probably require severskiperspectives, for any of the
following (and possibly other) reasons:

The risk tree is too complex to handle with onkiragle root node.

Different risk perspectives are measured usingfit units, (so that risk
values are not commensurate).

There is a need to focus attention on differenspectives to align with the
organization of the project team.

In most cases we will have each risk perspectivegbgased on a largely common set
of risk factors (the leaf nodes), though differsets of branch nodes will probably be

defined to reach the root node. Note there issabrestriction in , various
levels of sharing nodes across perspectives isiftedn

Normally each risk perspective is treated separddelanalysis purposes as
determined from the choice in t®ntrol Panel Where it is valid to directly
compare risk values across all perspectives tlseaia bption to do this. Unchecking
theMultiple Treescheckbox in théropertiesdialog will force the first level of
reporting to be a “super node” (i.e. one level abthe set of root nodes). In this way
there will be a direct comparison (in both chartd plots) across the set of
perspectives.
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7. Case Studies *®

In this section we provide a number of case studidsese demonstrate the

application of in a number of contexts, but with an intentiorgadus on
software development projects and related tasksmbe IT industry. Each case
study is described in some detail, showing sontbefationale for the structure of
the model, and the interpretation of the data @&stdvalues as computed in the
models. The associated models are provided witlsdftware and can be loaded and
modified by the user, and used to develop their spetialised models as required.

7.1. Case Study: Software Development Assessment

7.1.1. Obijective

To determine the suitability of the software deypeh@nt activities in comparison to
accepted industry practices, skills, etc.

This risk assessment is typically applied after s@more development has been
undertaken such that there is appropriate evidensapport the risk levels being
allocated. However, it can also be used as an aggmsessment of the software
development maturity of an organization or indiatiproject.

7.1.2. Risk Structure

The risk structure for the software developmenesssent divides the criteria up into
the keys areas that influence the quality and prtadty of the software development
team. The basis of this is derived from the COCONM@oject risk factors and
complimented with “best practices” from Object-Oitied and eXtreme Programming
(XP) development activities.

As shown in Figure 7.1, there is one risk perspecivhich has been divided into the
following sub-categories:

Staffing
Platform
Product

Project
Object-Oriented
Testing

These are all weighted according to their overaplact of the development risks and
total to 100. This provides a relative comparisetween the risk categories.

The leaf nodes (level 2) are weighted to total.@wiithin the sub-category. As such,
a maximum of 1 x the sub-category weighting is fimssn the roll-up.

Each of the risk assessment items has a uniquenaske. As shown in Figure 7.2,
these reflect the degree of impact of the giveesssent criteria. Depending on
whether a risk criterion is positive or negative #ssociated risk function will map

% This section has been provided by Dwayne ReaStrafegic Systems (WA) Pty Ltd.,
http://www.ss.com.au.
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the Xlow, Vlow, ... Vhigh, Xhigh responses to a gratkd (linear or otherwise) value
ranging either from 1.0 to 0.0 or 0.0 to 1.0.

Figure 7.1Risk Tree for Product Development Assessment

Figure 7.2: Risk Functions (comparing a negative @ositive risk profile
note: the min and max values)
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Using the “Sum Average” model, the resultant eftgdhis structure provides a
comparison with industry “norms” at the leaf andolhof development level as well
as a relative comparison between each of the si@g@aes and their constituent risk
items.

7.1.3. Risk Analysis

The overall assessment criteria provided a riskevalf 53.38 (title bar of the graph
display in Figure 7.3). This implies that the saftes development risks would be
around the 53rd percentile in comparison to thestry norm (50% being the norm
and 100% being the highest possible risk developsihen

Reviewing the sub-categories and their associateamkdowns reveals that the main
areas that need improvement or particular atteraren

1. Testing — mainly Automated Testing (Auto) and Feeviews (Peer)
2. Staffing - mainly Applications Experience (AExp)daProgrammer’s
Capability (PCab)

Figure 7.3: Risk Graphs - Sub-category Summary Bha$fing and Testing
Breakdown

At the lowest level (leaf nodes) the key risk drssare identified through the list of
ranked risks. As shown in Figure 7.4 the initiadas for improvement should focus
on the top 5 or 6 items, which equate to approxegd0% of the identified risks.
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Figure 7.4: Top Risks

7.1.4. Model Risk Factors

The following is a list of the risk factors inclutlen this model by their code names
and full descriptions.

Group: Personnel
ACap: Analyst capability.
AExp: Applications experience.
PCap: Programmer capability.
PExp: Platform experience.

Lng/Tl: Language and tool experience.
PCont: Personnel continuity.

Group: Platform
Time: Execution time constraint.
Stor: Main storage constraint.
PVol: Platform volatility.

Group: Product
Rely: Required software reliability.
DBSiz: Database size.
Doc: Documentation match to life-cycle needs.
Cplx: Product complexity.
Reuse: Required reusability.

Group: Project
Tools: Use of software tools.
Sced: Development schedule constraint
nSite: Multisite development.

Group: Object-Orientation
Iter: Use of multiple development iterations (1-3 months each).
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Frame: Extent of framework already developed

Pat'n: Skills and applied use of Design Patterns.

Arch: Skills of architecture team.

OOEXxp: Teams overall experience in developing OO software

Group: Testing
Auto: Degree of automated test harnesses
Peer: Degree of peer review, code inspections, pair programming, etc
Cover: Extent of known code coverage through tests (target is 96%)

7.2. Case Study: Project Risk Management

7.2.1. Objective

To identify and monitor the specific risks for asggms development project and
guantify them in terms of potential impact on bstihedule and cost.

The typical project undergoing this risk managenmelstes to a relatively complex
systems engineering development (hardware and a@tengineering) with a degree
of true research being undertaken. In additiorretlage the typical project related
risks dealing with resources and logistics.

7.2.2. Risk Structure

The basic approach to establishing the risk managestructure was to create two
risk perspectives (level 0), Cost and Scheduld) gath three levels (as shown in
Figures 7.5 and 7.6). An initial set of the spexaifsks (the leaf nodes — level 2) was
identified and then groups for these defined (ldvetanches). The following level 1
branches where identified:

Resources Working Environment
Deliverables (long-lead items) Environmental
Complexity of System

These groupings prompted further thought as to whlaitems may exist in these
areas and for each one the following was created:

Level 1 Cost node (eg. RES-C for Resources — Cost)

Level 1 Schedule node (eg. RES-S for Resourcehedbte)

A generalised Group (Model | Properties | Edit Greweg. Resources) — for
ease of viewing/editing the risk items.
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Figure 7.5: Cost Risk Tree Figure 7.6: Schedule Risk Tree

The weightings from the risk perspectives (leveldihe branches (level 1) were all
set to 1.0 to perform as a “straight-through” npliér — ie. the raw risk values from
the leaf nodes would be unadjusted.

The weightings for the risk items (level 2) werétsethe values (in dollars and
calendar days for Cost and Schedule respectivelsgfiect the potential full impact
of the risk.

A standardised Risk Function was set and used s.eibssk items. The values were
0.05, 0.1, 0.3, 0.5, 0.6, 0.75, and 0.9 for Extidgrhew through to Extremely High
respectively. The probability of the risks wereteeteflect the likelihood of the risk
occurring as understood at the particular poirtinme. The predefined Risk Function
provided the default values to select from with sarhthe probabilities overridden
(eg. 0.2 for 20% and 0.4 for 40%)) to reflect arualty estimated likelihood of the
risk occurring.

With these two risk trees in place the initial reslsessment determined the
probability of the risk occurring and assigned $keof actions to be taken. Ongoing
risk management would include:

Gaining feedback on the effectiveness of the astion
Adjusting the probability of the individual riskeiin
Re-estimating the potential impact (weighting)ppeopriate
Adding new risk items if/when identified

7.2.3. Risk Analysis

Key risk areas are identified through the analgkarts (refer Figures 7.7 and 7.8)
that provide the summary (and detailed) risk pesfilFor this project the highest areas
of risk were clearly:
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Cost:
Complexity — forecast impact of $75,000
Deliverables — forecast impact of $39,000
Schedule:

Resources — forecast impact of 165 calendar days

Figure 7.7: Cost Risk Profile Figure 7.8: Schedule Risk Profile

At the lowest level (leaf nodes) the key risk drssare identified through the list of
ranked risks for each risk perspective. As showhigures 7.9 and 7.10 the top 4 or 5
ranked risk items equate to approximately 80% efftioject risks. As such, this gives
the focus for the risk management to ensure thatoppiate action is taken and that
the impact of these individual risks is addressed.

Figure 7.9: Cost Perspective’s Top Risks
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Figure 7.10: Schedule Perspective's Top Risks

7.2.4. Model Risk Factors
The following is a list of the risk factors inclutlen this model by their code names

and full descriptions.

Group: Default group
COST: Cost
Sched: Schedule
Del-C: Deliverables (long-lead items) - Cost
Res-C: Resources - Cost
Wrk-C: Working environment - Cost
Env-S: Environmental - Schedule
Cplx-C: Complexity of System - Cost
Del-S: Delivery (long lead items) - Schedule
Res-S: Resources - Schedule
Cplx-S: Complexity - Schedule
Wrk-S: Work Environment - Schedule
Env-C: Environmental - Cost

Group: Complexity

AlgDif: Real-time processing algorithm in software difficult to develop —
several iterations, increased complexity, etc

AlgLtd: Real-time processing algorithm limited - may need different
algorithms for different configurations, etc

Group: Work Environment
OS: Operating System to be used - development environment, compilers,

delivery system costs
Micro: Microcontroller to be used - test environment and production

costs...
Space: Infrastructure (network, phones, etc) and lack of available space
for new team members
Equip: Suitable test equipment

Group: Deliverables
LowV: Sourcing and delivery of suitably low voltage embedded micro-

controller for the on-board real-time processing
Cable: High tension fibre-optic cabling delivered on time (late May)
Mech: Mechanical engineering - all offsite - delays, quality check, etc
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Bat: Supply and transportation of lithium batteries

Sens: Sensors - source and supply of suitable components

EMI: EMI/EMC testing (need to send off-site, will they be ready when we
need it, etc)

Group: Environmental
Trans: Transport of Lithium batteries - held in customs, time for
shipping, etc
Imp: Impact on environment - objection to system install due to
potential for negative environmental impact
DisLi: Disposal of Lithium batteries

Group: Resources
Dom: Availability of an suitable Domain Expert throughout the entire
project
Lack: Resources and the lack thereof
Learn: Learning curve for new resources
Key: Assignment of key staff to the project in the timeframe required
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8. Model Templates

This section contains a number of sample models, which can be taken as
templates for models that may closely match yowir®ss/project needs. Each
model is presented with a short description thdires its context. It is expected that
while these templates may be of interest in them aght it is more likely that you

will need to make changes to suit your particukseds. The models have not been
calibrated with useful risk value assessmentss-ighior you to do. The templates
present different levels of sophistication and ctaxipy. Beginning with simpler
model may be a good idea. All of these templatead on software development and
IT related projects.

8.1. SERIM Model

The SERIM (Software Engineering Risk Managementjiehcs derived from a
model published by Dr. Dale KarofakThe concept presented by Dr. Karolak

provided the stimulus for the development of , though with many
extensions and new concepts. In some ways theNsERIdels are the most complex
as they contain four risk perspectives (Risk Eleisierisk Categories, Development
Process and Risk Activities) each of which arethanl 81 risk metrics, aggregated in
various ways. The following figure shows the Ridkments perspective.

Each metric is measured on a scale 0 (XLow risk)x¢XHigh risk) with 5
representing the Med (or neutral vafueThe metrics are grouped as follows:

Organization

Estimation

Monitoring

Development Methodology
Tools

Risk Culture

Useability

Correctness

Reliability

Personnel

Each of these groups are aggregated to three Higyedr(smaller level number!)
groups:

Technical
Cost
Schedule

Note that at this level of aggregation, weightiagtbrs are chosen to normalize the
risk values so that each group makes the samedéeehtribution to the risk

* Karolak, D., 1997, Software Engineering Risk Mavagnt, IEEE Computer Society Press.
® Note that this scaling method is not the samesesd by Karolak, he used an inverse approach.
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perspective. The final aggregation, to the propjade risk, is also normalized so that
the risk values are always on the 0 to 10 scale.

The following diagram (Figure 8.1) shows one of filngr risk perspectives, there are
three others reflecting each of the risk perspestiv

Figure 8.1: The SERIM Risk Model

The SERIM model is composed of four risk perspestias indicated above. Each
perspective is built on the same set of risk meticit aggregated in different ways
and with different weighting factors. At Level 1tbe risk tree we have the
following nodes in each case:

1. Risk Elements (as shown in Figure 8.1)
a. Technical

75



b. Cost
c. Schedule
2. Risk Categories (not shown here, see model asgedyi
a. Process
b. Product
3. Development Process (not shown here, see modebeaisied)
a. Pre-requirements
Requirements
Design
Coding

® a0 o

Testing

o

Delivery & Maintenance

4. Risk Activities (not shown here, see model as led)
a. ldentification

Strategy & Planning

Assessment

Mitigation and Avoidance

Reporting

-~ ® o0 T

Prediction

A complete listing of the model is shown below.isTlsting shows the full
description of each risk metric and intermediatdenim the risk model, together with
their code values. Note that in this model akinediate nodes are classified in the
“Default Group” and includes nodes for all four gegctives.

ProRisk model report
Created on 23 September 2001 7:59:29

Project Title: SERIM model

Group: Default group
Tech: Technical
Cost: Cost
Sched: Schedule
O: Organization
E: Estimation
M: Monitoring
DM: Development Methodology
T: Tools
RC: Risk Culture
U: Usability
C: Correctness
R: Reliability
P: Personnel
PreReq: Pre-requirements
Req: Requirements
Des: Design
Code: Code
Test: Test
D&M: Development and Maintenance
Ident: Identification
S&P: Strategy and Planning
Ass: Assessment
M/A: Mitigation/Avoidance
Rep: Reporting
Pred: Prediction
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Proc: Process

Prod: Product

OPre: Pre-requirements Organizational

EPre: Pre-requirements Estimation

MPre: Pre-requirements Monitoring

DMPre: Pre-requirements Development Methodology
TPre: Pre-requirements Tools

RCPre: Pre-requirements Risk Culture

CPre: Pre-requirements Correctness

PPre: Pre-requirements Personnel

OReq: Requirements Organization

EReq: Requirements Estimation

MReq: Requirements Monitoring

DMReq: Requirements Development Methodology
TReq: Requirements Tools

RCReq: Requirements Risk Culture

UReq: Requirements Usability

CReq: Requirements Correctness

RReq: Requirements Reliability

ODes: Design Organization

EDes: Design Estimation

MDes: Design Monitoring
DMDes: Design Development Methodology
TDes: Design Tools
RCDes: Design Risk Culture

UDes: Design Usability

CDes: Design Correctness

RDes: Design Reliability

OCod: Code Organization

ECod: Code Estimation

MCod: Code Monitoring
DMCod: Code Development Methodology

TCod: Code Tools
RCCod: Code Risk Culture

UCod: Code Usability

CCod: Code Correctness

RCod: Code Reliability

OTst: Test Organization

ETst: Test Estimation

MTst: Test Monitoring
DMTst: Test Development Methodology

TTst: Test Tools
RCTst: Test Risk Culture

UTst: Test Usability

CTst: Test Correctness

RTst: Test Reliability

ODM: Development and Maintenance Organization

EDM: Development and Maintenance Estimation

MDM: Development and Maintenance Monitoring
DMDM: Development and Maintenance Development Me
TDM: Development and Maintenance Tools
RCDM: Development and Maintenance Risk Culture
UDM: Development and Maintenance Usability
CDM: Development and Maintenance Correctness
RDM: Development and Maintenance Reliability
OSP: Strategy and Planning - Organizational
ESP: Strategy and Planning - Estimation

MSP: Strategy and Planning - Monitoring

DMSP: Strategy and Planning - Development Method
RCSP: Strategy and Planning - Risk Culture
PSP: Strategy and Planning - Peronnel

OAss: Assessment Organization

EAss: Assessment Estimation

MAss: Assessment Monitoring
DMAss: Assessment Development Methodology
TAss: Assessment Tools

UAss: Assessment Usability

CAss: Assessment Correctness

RAss: Assessment Reliability

PAss: Assessment Personnel

OMA: Mitigation/Avoidance Organization

EMA: Mitigation/Avoidance Estimation

MMA: Mitigation/Avoidance Monitoring

DMMA: Mitigation/Avoidance Development Methodolo
TMA: Mitigation/Avoidance Tools

RCMA: Mitigation/Avoidance Risk Culture

UMA: Mitigation/Avoidance Usability

CMA: Mitigation/Avoidance Correctness

RMA: Mitigation/Avoidance Reliability

PMA: Mitigation/Avoidance Personnel

ERep: Reporting - Estimation

MRep: Reporting - Monitoring

Group: Organization
O1: Are you using or do you plan to use experi
02: Has your company been producing software s
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03: Is there a documented organizational struc

04: Is the organization structure stable?

O5: What is the confidence level of your manag

06: Does good communication exist between diff
development of the software project?

O7: Are software configuration management func

08: Are software quality functions being perfo

Group: Estimation
E1: What estimation method is used: guess [2],

dictated by circumstances [3], top-down [5], bottom

E2: Is a software cost model used?

E3: Is the estimation based on past software p
E4: Are the schedule estimates based on past s
E5: Are the estimates revised on a monthly or
E6: How accurate are your past cost estimates
E7: How accurate are your past schedule estima

Group: Monitoring

M1: For each major software effort, are there
software development phase?

M2: Is a detailed WBS used to track and report
major software development?

M3: Is there a monitoring system setup for cos

M4: Are cost, schedule, and earned-value repor

M5: Are cost, schedule and earned-value report
frequent basis?

M6: Is there a problem log or action log syste
weekly basis?

M7: Does a means exist to address and record t
updated on a weekly basis?

Group: Development Methodology

DM1.: Is there a documented software development

project, and is it being adhered to closely?

DM2: Are the software developers trained in the

DM3: How closely is the development methodology

DM4: Does the development methodology include r
reviews/walkthroughs/inspections?

DM5: Does the development methodology require t
for all software functions?

DM6: Does the development methodology require d

design, and software development folders?

DM?7: Is regression testing performed?

Group: Tools

T1: Are the software developers trained in usi
T2: Are automated tools used for software desi
T3: Are automated tools used for testing?

T4: Are automated tools used for test procedur
T5: Are automated tools used for regression te
T6: Are automated tools used for requirements
T7: Are automated tools used for re-engineerin

characteristics of the software based on its code,

data dictionary, and so forth)?
T8: How stable is your compiler/linker/debugge
T9: Are tools readily available to the softwar
needed?

Group: Risk Culture

RC1: Is your company willing to trade tradition
profit?

RC2: Is your company willing to trade additiona
profit?

RC3: Is your company willing to trade additiona
profit?

RC4: Is your company willing to trade less budg

RCS5: Is your company willing to trade less sche

RC6: Is your company willing to trade less tech
profit?

RC7: Is your company market-driven?

RC8: Is your company culture conservative in it

RC9: How does your company's investment in new

RC10: Does your company tend to build or to acqu

RC11: Does your company practice risk management

Group: Usability
U1: Is there a user manual for the software?
U2: Are there help functions for each input or
U3: Is the user involved in reviewing prototyp
software?
U4: Is the user interface designed to an indus
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familiar to the user?
U5: Have user response times been identified?
U6: Has the design been evaluated to minimize

Group: Correctness

C1: Have all the software requirements been id

C2: Have all the software requirements been tr

C3: Are the software requirements traceable to

C4: Are the software requirements traceable to

C5: Have there been, or are there expected to
requirements?

C6: Are the software designs traceable to the

C7: Is the software design traceable to the te

C8: Have all the open action items been addres
delivery to the customer?

C9: Has the software functional testing been p
delivery?

Group: Reliability
R1: Are there error handling conditions within
R2: When an error condition is detected, does
R3: Are error tolerances defined for input and
R4: Are inputs checked for valid values before
R5: Are hardware faults detected and processed
R6: Is the use of global data types minimised?
R7: Is defect data collected during software i
R8: Is defect data being logged-in and closed-

customer?

R9: Is a software reliability model used to pr
R10: Are tests performed with test plans?
R11: Has stress testing been performed?
R12: Is testing performed by a group separate f

Group: Personnel
P1: Are personnel resources available and iden
P2: How experienced are the personnel resource
developed?
P3: How experienced are the personnel resource
P4: How experienced are the personnel resource
P5: How large will the number of software deve

Group: Root Nodes
Total: Software Project Risk
Cat: Software Categories
Phase: Development Phases
Activ: Risk Management Activities

keystrokes and data entry?

entified and documented?
aced to the design?

the code?

the procedures?

be, many changes made in the

code?
st procedure?
sed and implemented prior to

erformed prior to customer

the software design and code?
processing continue?

output data?

processing begins?

in the software?

ntegration?
out prior to delivery to the

edict reliability?

rom the software development group?

tified?
s in the product type being

s in the development environment?
s in the implementation language?
lopment personnel be at peak?

This model has been developed specifically forveafeé development projects by Dr
Karolak and represents his experience with this tyfgoroject. It thus represents a
rather comprehensive view of the software develagmeocess. The 81 risk factors
cover most of the activities/factors that influelsceh a project. It is however a
complex model and perhaps not suitable as a érat/finto risk management.

8.2. SEI Model

The SEI (Software Engineering Institute, Carnegilh University) model is in
fact an earlier mod@! It is not normally presented in this formal tstructure,

though it does have a very similar structure. The implementation is shown
below. This model forms the basis of the risk nggemaent procedures developed at
SEL

In this case we have some 194 risk metrics (iad.Hedes) which are aggregated in
two steps up to the project wide risk value. Tisk metrics are measured on a 0 to
10 scale, and the weights are normalized at eaglegagtion step so that each sub-tree
makes the same potential contribution to the rig&lvalue. The actual weighting

®carr, M. J., Konda, S. L., Monarch, 1., Ulrich,IE.and Walker, C. F., 1993, Taxonomy-Based Risk
Identification, SEI Technical Report CMU/SEI-93-TR-
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factors included here have been derived from ssudfi@ large number of projects
(undertaken/reviewed by SfElnd an estimation of the relative importancehef t
various metrics for the project as a whole. Thesmghting factors are most probably
the only one in existence that are based on sorpé&ieai evidence.

Due to the size of this model it is perhaps too glemfor use in many circumstances,
you get swamped by the detail. While it has masle metrics that the SERIM model
discussed above, it is a simpler model in many w&@nsiderable effort is required
to gather data on all these metrics — if somenmedds to be placed on this data and
hence the integrity of the resulting model. Thé @&delling framework is, however,
well tested and come from the key organizatioroitvgare development and process
management.

"Higuera, R. P. and Haimes, Y. Y., 1996, Softwaisk®anagement, SEI Technical Report
CMU/SEI-96-TR-012.
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Figure 8.2: The SEI Risk Model
The following model represents a simplificationtioé SEI model.

8.3. ASU Model

The ASU (Arizona State University) model has bemppsed for teaching purposes,
where the goal is to demonstrate the concepts utitheing overwhelmed by the
detail. This model is, in the main, a simplificatiof the SEI model, reducing the
number of risk metrics to 36.

Figure 8.3: The ASU Risk Model
For this model the metrics are grouped as follows:
Requirements
Design
Code & Unit Test
Integration & Test
Communication, Team Compatibility and Motivation

with each group being weighted to provide an etlataontribution to the total
project risk. The risk metrics are also scaletharange 0 to 10.

8 Collofello, J., 2000, Question list for softwaiskridentification in the classroom, Arizon State
University Software Risk Management Home page; Mitpiw.eas.asu.edu/~riskmgmt.
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This model thus represents a useful “starter” méatetoftware, and related, projects.

The following report provides a full descriptiontbe model elements.

ProRisk model report
Created on 23 September 2001 8:25:46

Project Title: Test project based on ASU model
Group: Default group

Group: Root nodes
Total: Software Project Risk

Group: Branch nodes
Req: Requirements
Des: Design
C&UT: Code & Unit test
I&T: Integration and Test
CTCM: Communication, Team Compatibility and Moti

Group: Requirements
Rel: Are the requirements changing or yet to be
Re2: Does the instructor have unwritten require
Re3: Are you able to understand the requirement
Re4: Are there any requirements that are techni
Re5: Do you have a plan to track the requiremen
and testing phases?

Group: Design

Del: Are there any specified algorithms that ma
the requirements?

De2: Does any of the design depend on unrealist

De3: Are there any requirements or functions th

De4: Are the internal and external interfaces w

De5: Are there any problems with the expected p
design?

De6: Is the software going to be easy to test?

De7: Does the development or target hardware li
requirements?

De8: Does re-used or re-engineered software exi

Group: Code & Unit Test

CT1: Are any parts of the product implementatio
design specification?

CT2: Are the selected algorithms and designs ea

CT3: Is there sufficient time to perform all th

CT4: Will compromises be made regarding unit te
problems?

CT5: Are the design specifications in sufficien

CT6: Is the design changing while the coding is

CT7: Is the language suitable for producing the

CT8: Does your team have enough experience with
or tools?

CTO9: Is there any risk that a key component or
schedule?

CT10: Are you comfortable with your team's estim

CT11: Do you have a plan for configuration manag

Group: Integration & Test

IT1: Will there be sufficient hardware to do ad

IT2: Is there any problem with developing reali
demonstrate any requirements?

IT3: Have acceptable criteria been agreed to fo

IT4: Has sufficient product integration been sp
allocated for it?

IT5: Has sufficient system integration and syst

IT6: Is the product design and documentation ad
maintain the code?

IT7: Are the test specifications adequate to fu

vation

determined?
ments/expectations?

S as written?

cally difficult to implement?

ts throughout the design, coding

y not (or only partially) satisfy
ic or optimistic assumptions?
at are difficult to design?

ell defined?

erformance, or quality, of the
mit your ability to meet any

st?

n not completely defined by the

sy to implement?
e unit testing that you specified?
sting if there are schedule

t detail to write the code?

being done?

software of this program?

the development language, platform
module will not be complete or on

ate on coding time and effort?
ement of the code?

equate integration and testing?
stic scenarios and test data to

r all requirements?
ecified, and has adequate time been

em integration time been specified?
equate for another class to

lly test the system?

Group: Communication, Team Compatibility & Motivation

CM1: Is there a lack of good communication amon

CM2: Is there a lack of good communication with

CMa3: Is your team familiar to you; have you wor
before?

CM4: Are tasks delegated in a fair manner among

CM5: Is your team motivated to create a good pr
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gst your team?
your instructor about the project?
ked together on a team project

st your team?
oduct?



8.4. Thomsett Business Risk Model
This model, and the following one, have been pregds/ the Thomsett Compahin

a somewhat different form, and converted/transfarme a model
structure here. The first model is Business Riskiehand represents the risk
associated with the operation of the businesd,i@eldistinct from a project that the
business is engaged with. This model could beieghpd a wide range of businesses
and business activities.

Figure 8.4: The Thomsett Business Risk Model
There are some 27 risk metrics grouped into sixigso
Project Investment

Business Operations

° Risk Management, A Thomsett Company Workshop hPeeptember, 2001.
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Property & Capital Equipment

Public Image

Security

Human Life & Occupational Health and Safety

Each metric is measured on a scale in the rangel1where 1 represents little or no
risk impact and 4 for serious impact. A value oéresents medium risk value.
This results in a risk value function like this:

Figure 8.5: The Risk Function

As shown above, all the weighting factors are shawith a value of 4. This value
may/should be reviewed for a particular applicatidiris notable in this model that
the risk value for the project as a whole is a #engpmmation of the metric values,
with no weight normalization, i.e. each factor baes potential to make the same
contribution to the overall risk value for the messs.

8.5. Thomsett Software Engineering Model

The Thomsett Company has proposed three othemiglels, each with a particular
focus for IT-based projects. These are:

Generic Risk Assessment: for IT infrastructurgguts.
Software Risk Assessment: for software developmesjects

Production Risk Assessment: for the support anaht@aance of IT-based
production systems.

The first two models are similar, with more detaithe second one. The third one is
similar in organization to the Business Risk matk=scribed in the previous section.

The following model is for Software Risk Assessmevith some variations in layout
from that described by the Thomsett Company. Tosgel contains some 70 risk
metrics classified into the groups:

Client Environment
Team Environment
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System/Service Complexity

The original model is rather flat, but to demongtra clearer organization of the
metrics, some additional classifications (levelg) shown here. This process could
probably be taken further by a more careful analg§ithe risk metrics, classifying
them into groups that relate to business unitappropriate work break down
structures.

The weighting shown here are those proposed byhbensett Company and
represent their views on the relative importancthefvarious risk metrics.
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Figure 8.6: The Thomsett Software Engineering Risklel

8.6. Template Review

The above models show a variety of approachesleaets of detail, for the
development of a risk model. They may provide idgto what would be best suited
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to your organization/project. It would be moselikthat some metrics could be
removed (not relevant in your case), and othergadgbour unique situation). The
chosen weighting factors will come from experiererhaps using those suggested
by the respective sources, and varying these asexperience grows.

It is perhaps notable that in all these modelsatigregation calculations are simple —
just summing the products of risk value and wergitactor (cost) at each level.

does provide other methods, which could also Ipboeed. The theoretical
integrity of the resulting model (and its resultsyery dependent on these
assumptions. Some experimentation will be requindabth find a suitable model
structure and then to describe how the risk vaduegso be aggregated up through the
various branches of the risk tree. Clearly iniportant for you to be comfortable
with the underlying assumptions as well as balapajmthe costs and benefits of
developing more detailed, and complex models,lation to the quantity and quality
of data that is required to calibrate the models.
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